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Abstract 
The proliferation of Internet of Things (IoT) devices has led to an explosion of data 
generation, necessitating innovative computing paradigms to address challenges 
such as latency, bandwidth, and scalability. Edge computing has emerged as a 
transformative solution, bringing computation and data storage closer to the data 
source. This paper surveys the current landscape of edge computing architectures for 
IoT applications, examining their layered structures, benefits, challenges, and future 
directions. We analyze architectural models, discuss real-world use cases, and 
highlight ongoing research and open issues in the field. 
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1. Introduction 
The Internet of Things (IoT) is revolutionizing industries by interconnecting billions of devices, from sensors and smart 
appliances to industrial machines and vehicles. These devices generate massive volumes of data—estimated to reach hundreds 
of zettabytes annually1. Traditionally, this data was sent to centralized cloud servers for processing and storage. However, cloud-
centric models face significant limitations, including high latency, bandwidth bottlenecks, and privacy concerns56. 
Edge computing addresses these challenges by decentralizing data processing, shifting computation and analytics closer to where 
data is generated. This approach reduces response times, optimizes bandwidth usage, and enhances data privacy, making it 
particularly suitable for time-sensitive and resource-constrained IoT applications37. 
 
2. Edge Computing: Definition and Motivation 
Edge computing is a distributed IT architecture that processes data near the source of generation rather than relying solely on 
centralized cloud servers13. In an edge computing system, data storage, services, and applications are partially or fully pushed 
from central nodes to the "edge"—closer to end users or devices12. 
Motivations for Edge Computing in IoT 
• Low Latency: Real-time applications (e.g., autonomous vehicles, remote surgery) require millisecond-level response times, 

which are often unattainable with cloud-only solutions5. 
• Bandwidth Optimization: Processing data locally reduces the need to transmit large volumes of raw data to the cloud, 

saving bandwidth and associated costs7. 
• Scalability: Edge computing distributes computational loads, supporting the massive scale of IoT deployments6. 
• Privacy and Security: Sensitive data can be processed and filtered locally, minimizing exposure and enhancing privacy58. 
 
3. Edge Computing Architectures for IoT 
3.1 Layered Architecture Overview 
Edge computing architectures for IoT are typically organized into multiple layers, each with distinct roles569: 
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Table 1 
 

Layer Description 
IoT Device 

Layer 
Comprises sensors, actuators, and embedded 

devices that generate and collect data 

Edge Layer Includes edge controllers, gateways, and servers 
that process and analyze data locally 

Cloud 
Layer 

Centralized data centers for large-scale storage, 
advanced analytics, and orchestration 

 
a. IoT Device Layer 
This foundational layer consists of the physical IoT devices 
deployed in the field. These devices are resource-constrained, 
with limited processing power and storage. Their primary 
role is to sense, collect, and transmit data to the edge layer56. 
 
b. Edge Layer 
The edge layer is further divided into sub-layers based on 
proximity and computational capability5: 
• Far-Edge Layer (Edge Controller): Closest to IoT 

devices, responsible for initial data filtering, threshold 
assessment, and basic preprocessing. 

• Mid-Edge Layer (Edge Gateway): Aggregates data 
from multiple controllers, provides intermediate 
processing, caching, and network management. 

• Near-Edge Layer (Edge Server): Equipped with robust 
servers for advanced analytics, decision-making, and 
application management. 

 
c. Cloud Layer 
The cloud layer remains essential for long-term storage, 
global analytics, and orchestration. However, its role shifts 
from real-time processing to supporting functions that require 
significant computational resources or data aggregation 
across multiple edge sites25. 
 
3.2 Example Architecture 
A typical edge computing architecture for IoT might involve: 
• Smart sensors in a factory transmitting data to a local 

edge gateway. 
• The gateway performs real-time analytics (e.g., anomaly 

detection) and only sends relevant summaries or alerts to 
the cloud. 

• The cloud aggregates data from multiple factories for 
global optimization and reporting27. 

 
4. Benefits of Edge Computing for IoT Applications 
4.1 Low Latency and Real-Time Processing 
Edge computing minimizes the distance data must travel, 
enabling sub-millisecond response times crucial for 
applications like industrial automation, healthcare 
monitoring, and autonomous vehicles57. 
 
4.2 Bandwidth and Energy Efficiency 
By processing and filtering data locally, edge architectures 
significantly reduce the volume of data transmitted to the 
cloud, conserving network bandwidth and lowering 
operational costs. Additionally, offloading computation from 
IoT devices to edge servers extends device battery life57. 
 

4.3 Enhanced Privacy and Security 
Sensitive data can be processed at the edge, reducing 
exposure to external threats. Edge nodes can implement 
localized security policies and anonymize data before 
transmission to the cloud58. 
 
4.4 Scalability and Resilience 
Edge computing distributes workloads across multiple nodes, 
supporting large-scale IoT deployments. It also enhances 
system resilience by insulating applications from central data 
center outages26. 
 
5. Challenges in Edge Computing Architectures 
Despite its advantages, edge computing introduces several 
new challenges: 
 
5.1 Security and Privacy 
While edge computing can enhance privacy, it also expands 
the attack surface. Edge nodes may be physically accessible 
and less secure than centralized data centers, requiring robust 
security mechanisms89. 
 
5.2 Resource Management and Orchestration 
Efficiently allocating computational resources across 
heterogeneous edge nodes is complex. Dynamic 
orchestration and service placement are active research 
areas69. 
 
5.3 Data Consistency and Synchronization 
Maintaining data consistency across distributed edge and 
cloud nodes, especially in scenarios with intermittent 
connectivity, is a significant challenge26. 
 
5.4 Cost and Maintenance 
Deploying and maintaining a large number of edge nodes 
involves substantial investment and operational complexity, 
particularly in remote or harsh environments8. 
 
6. Applications of Edge Computing in IoT 
Edge computing enables a wide range of IoT applications, 
including: 
• Smart Cities: Real-time traffic monitoring, pollution 

control, and public safety systems leverage edge 
analytics for immediate response67. 

• Healthcare: Wearable devices and remote monitoring 
systems process patient data locally for faster alerts and 
privacy compliance5. 

• Industrial IoT: Predictive maintenance, process 
optimization, and robotics rely on low-latency edge 
processing for operational efficiency25. 

• Retail: Edge computing supports personalized customer 
experiences, inventory management, and security in 
connected stores2. 

 
7. Comparative Analysis of Edge Architectures 
Recent surveys classify edge computing architectures based 
on factors such as data placement, orchestration, security, and 
big data support69. Key architectural models include: 
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Table 2 
 

Model Features Limitations 
Centralized Edge Single edge node per site, simple management Limited scalability, single point of failure 
Hierarchical Edge Multi-tiered edge nodes (controller, gateway, server) Complex orchestration, higher cost 

Collaborative Edge Peer-to-peer data sharing and processing among edge nodes Security, data consistency 
Hybrid Edge-Cloud Dynamic workload distribution between edge and cloud Orchestration complexity 

8. Open Issues and Future Directions 
8.1 Security and Trust 
Research is ongoing into lightweight encryption, 
authentication, and intrusion detection tailored for edge 
environments89. 
 
8.2 Intelligent Orchestration 
AI-driven resource allocation and self-organizing networks 
are being developed to optimize edge computing 
performance and efficiency6. 
 
8.3 Standardization and Interoperability 
Efforts are underway to define common standards and 
protocols to ensure interoperability among heterogeneous 
edge and IoT devices69. 
 
8.4 Edge-AI Integration 
Combining edge computing with artificial intelligence 
(Edge-AI) enables real-time, intelligent decision-making at 
the edge, opening new possibilities for autonomous systems5. 
 
9. Conclusion 
Edge computing is redefining the architecture of IoT 
applications by decentralizing data processing and bringing 
computation closer to the source. Its layered architectures 
offer low latency, bandwidth efficiency, scalability, and 
enhanced privacy, making it indispensable for modern IoT 
deployments. However, challenges such as security, resource 
management, and interoperability remain active research 
areas. As edge computing matures, its integration with AI and 
standardized frameworks will further expand its role in 
enabling next-generation IoT applications568. 
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