_ International Journal of Engineering and Computational Applications Vol. 1, Iss. 3, pp. 10-12 May-Jun 2025  www.ComputationalEngineeringJournal.com

International Journal of |

= </> ﬁﬂf&‘!{!ﬁl

ek

Applications

Secure Data Transmission Protocols in Wireless Body Area Networks (WBAN)

Elena Petrova
Computational Mechanics Division, Moscow Institute of Physics and Technology, Russia

* Corresponding Author: Elena Petrova

Article Info Abstract
Wireless Body Area Networks (WBANS) are revolutionizing healthcare by enabling

continuous, real-time monitoring of physiological signals through wearable or
implantable sensors. However, the sensitive nature of medical data, resource
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1. Introduction

Wireless Body Area Networks (WBANSs) consist of tiny, low-power sensors placed on or inside the human body to monitor vital
health parameters. These sensors communicate wirelessly with a central coordinator (sink), which forwards the data to healthcare
providers for diagnosis and intervention. The proliferation of WBANSs in telemedicine, fitness tracking, and remote patient
monitoring has made them a cornerstone of modern healthcare.

However, WBANS face unique security challenges. The wireless transmission of highly sensitive medical data exposes patients
to risks such as eavesdropping, data tampering, impersonation, and denial-of-service attacks. Additionally, the limited
computational, energy, and memory resources of WBAN nodes preclude the use of heavyweight security protocols. Therefore,
designing secure, lightweight, and efficient data transmission protocols is crucial for the safe and reliable deployment of
WBANSs357.

2. WBAN Architecture and Security Requirements

2.1. WBAN Architecture Overview

A typical WBAN comprises:

e Sensor Nodes: Wearable or implantable devices that sense physiological signals (e.g., ECG, temperature, glucose).

e Coordinator (Sink): Collects data from sensors and communicates with external networks (e.g., smartphones, gateways).
e External Network: Transfers data to healthcare providers or cloud storage for analysis.

2.2. Security Requirements

Secure data transmission in WBANs must address the following:

e Confidentiality: Prevent unauthorized access to sensitive health data.
Integrity: Ensure data is not altered during transmission.
Authentication: Verify the identities of communicating entities.
Authorization: Restrict access to authorized users and devices.
Availability: Ensure continuous and reliable data transmission.
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e Privacy: Protect patient identity and personal
information.

e Lightweight Operation: Minimize computational,
communication, and energy overhead.

3. Threats and Vulnerabilities in WBANs

3.1. Common Attacks

e Eavesdropping: Interception of data by unauthorized
parties due to the open wireless medium.

e Replay Attacks: Re-sending previously captured data
packets to gain unauthorized access.

e Impersonation/Spoofing: Malicious
masquerading as legitimate devices.

e Data Tampering: Modification of transmitted data,
potentially leading to incorrect diagnoses.

e Denial-of-Service (DoS): Overloading the network to
disrupt service.

e Black-Hole Attacks: Malicious nodes drop or misroute
packets, disrupting data flow6.

nodes

3.2. Vulnerability Sources

e  Weak Authentication: Simple passwords or PINs are
easily compromised.

e Lack of Encryption: Unencrypted data is vulnerable to
interception.

e Resource Constraints: Limit the use of traditional,
computationally intensive security mechanisms5.

4. Security Techniques and Protocols in WBANs

4.1. Authentication and Authorization

4.1.1. Lightweight Mutual Authentication Protocols
Recent protocols use lightweight operations (XOR, hash
functions) to achieve mutual authentication and key
agreement between sensors and coordinators. For example, a
proposed protocol uses XOR and cryptographic hash
functions, verified via BAN logic and Scyther tool, to ensure
secure and efficient authentication3. Such protocols are
formally verified for resilience against replay, impersonation,
and man-in-the-middle attacks.

4.1.2. Multi-Factor Authentication

Protocols that combine biometrics, smart cards, and
passwords  offer enhanced security.  Three-factor
authentication protocols have been developed for WBANS,
leveraging patient biometrics, smart cards, and passwords to
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4.2. Encryption and Data Confidentiality

4.2.1. Lightweight Encryption Algorithms

Due to resource constraints, lightweight ciphers (e.g., AES-
128, PRESENT, SPECK) are preferred over traditional
cryptographic  algorithms.  These  provide  strong
confidentiality with minimal computational overhead5.

4.2.2. End-to-End Encryption

Data is encrypted at the sensor node and decrypted only by
authorized receivers, ensuring confidentiality throughout
transmission.

4.3. Secure Routing Protocols

4.3.1. Secure Optimal Path Routing (SOPR)

SOPR is a protocol designed to protect WBANS from black-

hole attacks. It identifies the shortest and most trustworthy

path from source to destination, using trust assessment and

encryption (e.g., one-time pad) to secure routing. SOPR

involves:

e  Monitoring: Sensor nodes monitor network activity.

e Path Calculation: SOPR algorithm finds optimal,
trustworthy paths.

e Encryption: Data is encrypted before transmission to
prevent interception6.

4.3.2. Energy-Efficient Secure Routing

Protocols aim to balance security with energy efficiency,
avoiding excessive overhead that could drain sensor
batteries14.

4.4. Privacy-Preserving Techniques

4.4.1. Data Anonymization

Removing or obfuscating personal identifiers from
transmitted data helps protect patient privacy.

4.4.2. Access Control
Role-based and attribute-based access control restrict data
access to authorized personnel only.

4.5. Intrusion Detection and Prevention

Lightweight Intrusion Detection Systems (IDS) monitor
network traffic for suspicious activity, triggering alerts or
countermeasures when anomalies are detecteds.

5. Comparative Analysis of Secure Data Transmission Protocols

Table 1
Protocol/Technique Security Features Lightweight | Energy Efficient | Formal Verification | Resilience to Attacks
XOR + Hash Mutual Auth3 | Mutual auth, key agreement Yes Yes Yes (BAN, Scyther) High
Three-Factor Auth8 Multi-factor auth Moderate Yes Yes High
SOPR Routing6 Secure routing, trust Yes Yes Yes High (black-hole)
AES-128 Encryption5 Data confidentiality Yes Yes Yes High
Role-Based Access Control Privacy, authorization Yes Yes Yes Moderate
Intrusion Detection Attack detection Yes Moderate No Variable

6. Case Studies and Real-World Applications

6.1. Secure Mutual Authentication in Wearable Health
Sensors

A recently proposed mutual authentication protocol for
WBANSs uses XOR and hash functions for key agreement.
Formal verification via BAN logic and Scyther tool confirms

its security against common attacks. Compared to other
schemes, it offers lower computation, communication, and
storage costs, making it suitable for resource-constrained
WBANS3.
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6.2. SOPR: Defending Against Black-Hole Attacks

The SOPR protocol enhances routing security by assessing
node trustworthiness and applying one-time pad encryption.
It effectively detects and isolates malicious nodes, ensuring
secure and reliable data transmission even in the presence of
black-hole attacks6.

6.3. Multi-Factor Authentication for Patient Data

A three-factor authentication protocol, combining
biometrics, smart cards, and passwords, has been
implemented in clinical WBAN deployments. It significantly
reduces unauthorized access risk while maintaining usability
for patients and healthcare providersS.

7. Challenges in Secure WBAN Protocol Design

7.1. Security vs. Usability Trade-Off

Strong security measures (e.g., frequent re-authentication,
complex passwords) can hinder usability, especially for
elderly or disabled users. Protocols must balance robust
security with ease of useS5.

7.2. Resource Constraints

Sensors have limited energy, processing power, and memory.
Security protocols must be lightweight and energy-efficient,
avoiding excessive overhead that could reduce device
lifespan14.

7.3. Scalability and Interoperability

WBANs must support integration with diverse external
networks and devices, requiring protocols that are scalable
and interoperable across platforms4.

7.4. Privacy and Regulatory Compliance

Protocols must comply with regulations (e.g., HIPAA,
GDPR) governing the privacy and security of medical data.
Privacy-preserving techniques and user consent mechanisms
are essential5.

7.5. Emerging Threats

New attack vectors, such as side-channel attacks and insider
threats, require ongoing adaptation and enhancement of
security protocolsS5.

8. Future Directions and Research Opportunities

8.1. Lightweight Cryptography

Continued research into ultra-lightweight cryptographic
algorithms will further reduce energy and computational cost,
enabling secure WBAN operation even on the smallest
Sensors.

8.2. AI-Driven Intrusion Detection

Machine learning-based IDS can detect novel attack patterns
and adapt to evolving threats, providing proactive security for
WBANES.

8.3. Blockchain for Data Integrity

Blockchain technology offers tamper-proof data storage and
decentralized access control, enhancing trust and
transparency in WBAN data transmission.

8.4. Privacy-Enhancing Technologies

Techniques such as homomorphic encryption and secure
multi-party computation can enable data analysis without
exposing raw patient data, preserving privacy.
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8.5. User-Centric Security Design

Involving end-users in the design process ensures that
security protocols are usable and meet the needs of patients
and healthcare providers.

9. Conclusion

Secure data transmission is fundamental to the safe and
effective deployment of Wireless Body Area Networks in
healthcare and beyond. The unique constraints and risks of
WBANSs demand lightweight, robust, and privacy-preserving
security protocols. Advances in mutual authentication,
lightweight encryption, secure routing, and privacy
protection are making WBANSs safer and more reliable.
However, ongoing research and innovation are needed to
address emerging threats, balance security with usability, and
ensure compliance with evolving privacy regulations.
Collaboration among researchers, device manufacturers,
policymakers, and end-users will be key to realizing the full
potential of secure WBANS in the future.

10. References

1. Manoj Kumar, S.Z. Hussain. "An efficient and secure
mutual authentication protocol in wireless body area
network." EAI Endorsed Transactions on Pervasive

Health and Technology, 2023.
[https://publications.eai.eu/index.php/phat/article/view/
3114][3]

2. World Journal of Advanced Research and Reviews.
"Current security and privacy posture in wireless body
area networks." 2023.
[https://wjarr.com/sites/default/files/WJARR-2023-
1240.pdf][5]

3. TAEME. "Wireless Body Area Network (WBAN): A
Secure and Efficient Routing Protocols for Wireless
Body Area Networks."
[https://iaeme.com/MasterAdmin/Journal _uploads/IJEC
ET/VOLUME 15 ISSUE 2/IJECET 15 02 001.pdf][
6]

4. SAGE Journals. "Wireless body area network:
Architecture and  security mechanism."  2024.
[https://journals.sagepub.com/doi/full/10.1177/1847979
0251315317][2]

5. ScienceDirect. "A survey on wireless body area
networks: architecture, security and applications."
[https://www.sciencedirect.com/science/article/abs/pii/S
0167404821000353][8]

6. Wiley. "Routing Protocols in Wireless Body Area
Networks:  Architecture, Security, and Energy
Efficiency." 2023.
[https://onlinelibrary.wiley.com/doi/10.1155/2023/9229
297][1]

7. BEEIL. "Review of wireless body area networks:
protocols, technologies, and challenges."
[https://beei.org/index.php/EEl/article/view/5543][4]

8. IJACSA. "Wireless Body Area Network Security and
Privacy Issue in E-Health Monitoring."
[https://thesai.org/Publications/ViewPaper?Volume=9&
Issue=4&Code=IJACSA&SerialNo=33][7]

12|Page


http://www.computationalengineeringjournal.com/

