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Article Info Abstract
Industrial Control Systems (ICS) encompassing Supervisory Control and Data Acquisition
(SCADA) systems, Programmable Logic Controllers (PLC), and Distributed Control Systems

ISSN (Online): 3107-6580 (DCS) constitute the operational backbone of national critical infrastructures including electric
Impact Factor (RSl F): 8.23 power generation, water treatment, oil and gas refining, and chemical manufacturing. The digital
Volume: 02 transformation of these systems—characterized by convergence of operational technology with
) information technology, widespread IP-based networking, and cloud-connectivity—has

Issue: 01 exponentially increased attack surfaces accessible to sophisticated adversaries. Conventional
Received: 10-12-2025 signature-based intrusion detection systems, reliant upon known attack pattern databases,
Accepted' 12-01-2026 exhibit fundamental inadequacy against zero-day exploits, protocol-specific manipulation, and
. . stealthy cyber-physical attacks that progressively degrade system integrity while evading
Published: 14-02-2026 deterministic alerts. This review presents a comprehensive engineering and computational
Page No: 28-37 framework for deep learning-based intrusion detection in ICS environments. We systematically

analyze deep learning architectures optimized for industrial network traffic analysis—
convolutional neural networks for spatial feature extraction from raw packet payloads, long
short-term memory networks for temporal sequence modeling of control logic execution,
autoencoders for unsupervised anomaly detection in high-dimensional sensor telemetry, and
hybrid CNN-LSTM configurations for coordinated attack classification. Engineering design
considerations encompassing real-time processing constraints, false positive impact mitigation,
and operational technology security operations center integration are critically examined.
Through translational evaluation of validated deployment cases—SCADA network protocol
monitoring, electric substation intrusion detection, and smart manufacturing PLC protection—
we synthesize evidenced performance outcomes: detection accuracy exceeding 98.5%, false
positive rates below 0.5%, and inference latency compatible with closed-loop control timing
requirements. Persistent challenges including adversarial evasion, imbalanced training data,
model explainability for regulatory compliance, and secure lifecycle management are
systematically analyzed. Future trajectories emphasize federated learning for cross-site
collaborative defense without data exposure, graph neural networks for topology-aware attack
propagation modeling, and autonomous cyber-physical self-healing architectures. This review
provides control systems engineers, cybersecurity practitioners, and computational researchers
with an integrated methodological foundation for engineering resilient, Al-secured industrial
infrastructures.

Keywords: Industrial control system security; deep learning intrusion detection; cyber-physical systems; SCADA cybersecurity;
Al-driven anomaly detection; critical infrastructure protection

1. Introduction

Industrial Control Systems encompass the computational and communication infrastructures that monitor, control, and automate
physical processes across national critical infrastructure sectors. Unlike conventional information technology networks
prioritizing confidentiality and integrity of data, ICS environments are fundamentally engineered for availability, real-time
determinism, and safe physical process control 2, A chemical refinery cannot tolerate packet inspection latency that delays
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emergency shutdown valve actuation; a nuclear facility
cannot permit operating system patching that interrupts
reactor cooling systems. These operational imperatives have
historically mandated air-gapped architectures and
proprietary protocols, inadvertently fostering security debt as
digital transformation compels interconnection.

The contemporary threat landscape for industrial
infrastructures has undergone fundamental transformation.
The 2010 Stuxnet worm demonstrated that nation-state
adversaries possess both capability and intent to cause
physical destruction through cyber means, targeting uranium
enrichment centrifuges via PLC reprogramming L.
Subsequent attacks—the 2015 Ukrainian power grid outage
affecting 225,000 customers through SCADA credential theft
and direct operator manipulation, the 2017 NotPetya
ransomware disrupting Merck pharmaceutical manufacturing
and FedEx logistics, the 2021 Colonial Pipeline ransomware-
induced fuel supply crisis—collectively evidence that
industrial cyberattacks have transitioned from theoretical risk
to operational reality [ %1,

Signature-based intrusion detection systems, effective
against known malware variants in enterprise IT
environments, exhibit fundamental limitations when applied
to ICS. Industrial control protocols—Modbus, DNP3, IEC
60870-5-104, IEC 61850, PROFINET, EtherNet/IP—are
poorly understood by conventional security tools designed
for HTTP, SMTP, and other IT protocols. More
fundamentally, signature databases cannot anticipate zero-
day exploits or protocol-aware attacks that manipulate
legitimate control commands rather than injecting malicious
payloads ® 71, An adversary issuing unauthorized valve-open
commands over Modbus TCP utilizes perfectly valid protocol
syntax; no signature exists because no malware file is
transferred.

Deep learning-based intrusion detection has emerged as the
preeminent computational response to these limitations. By
learning normal operational baselines from historical
network traffic, sensor telemetry, and control logic execution
patterns, deep neural networks identify deviations indicative
of cyberattacks, equipment malfunction, or process
anomalies . Crucially, these methods detect previously
unseen attack methodologies because they detect behavioral
anomalies rather than matching attack signatures.
Contemporary architectures process raw network packets,
time-series sensor data, and even ladder logic sequences
through specialized neural network configurations optimized
for industrial environments.

This review addresses a critical gap: the fragmentation
between deep learning method development and industrial
control system engineering realities. While substantial
literature addresses algorithmic innovations using public
datasets, considerably less attention addresses systems
engineering challenges of deployment within deterministic
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operational environments, integration with existing security
operations center workflows, and compliance with safety-
integrity level certification requirements . Our objectives
are: (1) systematic synthesis of engineering architecture and
deep learning methodologies for ICS intrusion detection, (2)
critical evaluation of translational deployment through
validated industrial case studies, and (3) rigorous analysis of
implementation barriers and emerging solution pathways.
The scope is restricted to computational methodologies with
demonstrated or imminent industrial applicability.

2. Conceptual Frameworks and Methodological
Approaches

2.1. Engineering Architecture of Industrial Control
Systems

Intelligent intrusion detection requires architectural

comprehension of target environments. Industrial control
systems are hierarchically organized according to the Purdue
Enterprise Reference Architecture model, which segments
industrial networks into distinct levels based on functional
roles and temporal criticality %, Level 0 encompasses field
devices—sensors, actuators, valves, breakers—directly
interfacing with physical processes. Level 1 contains control
devices including PLCs, remote terminal units, and
intelligent electronic devices executing control logic. Level 2
hosts supervisory systems—human-machine interfaces,
SCADA servers, engineering workstations—enabling
operator monitoring and configuration. Level 3 comprises
site-level manufacturing operations management systems.
Levels 4 and 5 represent enterprise IT networks.

Communication protocols vary significantly across levels
and industry verticals. Modbus, originally developed in 1979,
remains ubiquitously deployed despite complete absence of
security features—no authentication, no encryption, no
integrity checking Y. DNP3, prevalent in electric and water
utilities, supports rudimentary authentication in newer
implementations but widespread legacy deployments operate
in clear-text. IEC 60870-5-104, standard for European utility
telecontrol, similarly lacks inherent security. IEC 61850,
emerging for substation automation, incorporates some
security provisions but implementation heterogeneity

persists.  PROFINET and  EtherNet/IP  dominate
manufacturing automation [*2,
This architectural  heterogeneity — generates  distinct

vulnerability profiles. Field-level devices frequently lack
computational capacity for endpoint security agents. Legacy
protocols permit unauthorized command injection, replay
attacks, and man-in-the-middle positioning  without
detection. Engineering workstation compromise enables
logic  replacement  or  parameter manipulation
indistinguishable from legitimate configuration changes.
Table 1 provides systematic mapping of ICS components,
their functional roles, protocols, and associated risk profiles.
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Table 1: Architecture Components of Industrial Control Systems and Associated Cybersecurity Risks

ICS Component Functional Role Communication Protocol Common Vulnerabilities Risk Level
Physical parameter . . . . .
Field Sensors/Actuators measurement, process  |4-20 mA analog, discrete 1/0 Physical tamper.lng, S|gn'al Interception, Mod'e rate-
. limited logging High
actuation
Programmable Logic Real-time control logic Modbus, PROFINET, mola(i)f?::Ztrii)F;lrof?rr;Tvr:rlgEtlr’opz:]imlj:li of Critical
Controller (PLC) execution EtherNet/IP, IEC 61131-3 ' are frojans,
authentication
Remote Terminal Unit |Remote site monitoring and|DNP3, IEC 60870-5-101/104, Default credentials, unencrypted .
L A Critical
(RTU) control Modbus communication, command injection
Intelligent Electronic  |Protection relay, substation| IEC 61850 (MMS, GOOSE, | GOOSE spoofing, time synchronization .
. . . - - . Critical
Device (IED) automation attacks, configuration manipulation
Human-Machine Operator visualization and | OPC, OPC UA, proprietary Credential theft, unauthorized access, Hiah
Interface (HMI) control SCADA protocols display manipulation g
SCADA Server Centralized data acquisition| DNP3, IEC 104, Modbus Database |_nject|gn_, 0sS vul_nerabllltles, Critical
and control excessive privilege assignment
Enaineering Workstation Control logic development | Vendor-specific (Siemens | Malicious logic insertion, credential theft, Critical
g g and deployment Step7, Rockwell RSLogix) unauthorized configuration changes
Historian Long-tegrtr;rp;ggess data OPC, SQL-based protocols | Data exfiltration, ransomware encryption | Moderate
Industrial Switch/Router | Network infrastructure Proprietary, SNMP VLAN h opping, ARP 5poo fing, Moderate
configuration exploitation

2.2. Deep Learning Models for Intrusion Detection

Deep learning methodologies for ICS intrusion detection are
conventionally categorized by architectural specialization
and input data modality. Convolutional Neural Networks
(CNNSs), originally developed for computer vision, have been
successfully adapted for network traffic analysis by
representing packet payloads or traffic flows as two-
dimensional tensors [*3l, Raw packet bytes are restructured
into grayscale or RGB matrices wherein spatial correlations
correspond to sequential byte relationships. Convolutional
kernels learn hierarchical features—individual protocol
fields, command structures, value ranges—without manual
feature engineering. Industrial applications demonstrate
CNN efficacy in detecting Modbus function code anomalies
and DNP3 application layer manipulation 141,

Long Short-Term Memory (LSTM) networks, a recurrent
architecture designed for sequential data, address the
temporal dimension of industrial operations. Unlike IT
networks wherein traffic patterns exhibit diurnal cyclicity,
ICS environments frequently demonstrate stable, repetitive
control cycles. LSTM networks model these temporal
dependencies, learning expected sequence probabilities and
identifying deviations indicative of attack or failure [°],
Bidirectional LSTM configurations process sequences
forward and backward, capturing context preceding and
succeeding each timestep.

Autoencoder architectures implement unsupervised anomaly
detection, critical for industrial environments wherein
labeled attack data is scarce. Encoder networks compress
high-dimensional input—multivariate sensor time-series,
network flow features—into lower-dimensional latent
representations; decoder networks reconstruct original inputs
from compressed representations [*6l. Reconstruction error,
quantified as mean squared error between original and
reconstructed inputs, serves as anomaly score. Autoencoders
trained exclusively on normal operation data generate low

reconstruction error for normal instances, elevated error for
anomalous instances. Variational autoencoders provide
probabilistic reconstruction distributions enabling statistical
anomaly thresholding.

Hybrid CNN-LSTM architectures exploit complementarity
of spatial feature extraction and temporal sequence modeling.
CNN layers process raw network packets or sensor windows,
extracting local features; LSTM layers model temporal
evolution of extracted features 21, Such configurations have
demonstrated superior performance for multi-stage cyber-
physical attacks wherein individual packets appear legitimate
but temporal command sequences manifest malicious intent.
Graph Neural Networks (GNNs) represent emerging
methodology for topology-aware intrusion detection.
Industrial networks possess defined physical and logical
topologies—fieldbus ~ segments,  control  hierarchies,
substation  configurations—that ~ constrain  legitimate
communication patterns. GNNs operate directly on graph-
structured data, learning node embeddings incorporating both
node attributes and neighborhood structure [8l. Attacks
violating topological constraints—unauthorized cross-
domain communication, command origination from
inappropriate sources—are detectable through GNN-based
inference even when individual packets appear protocol-
compliant.

Explainable Al (XAl) integration addresses the operational
requirement that intrusion alerts be accompanied by
actionable attribution. Attention mechanisms, integrated
within Transformer architectures or as post-hoc explanation
generators (SHAP, LIME), identify which input features—
specific Modbus registers, particular sensor channels,
temporal windows—contributed most substantially to each
detection 9, For industrial operators, alert attribution
enables targeted mitigation: compromised register write
operations can be blocked, specific sensor validation
procedures initiated, or particular network segments isolated.
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Table 2: Deep Learning Algorithms for Intrusion Detection in Industrial Control Systems

Detection Capability

Strengths

Limitations

Model Type Algorithm Category Input Data Type
Convolutional Raw packet bytes,
Neural Network | Supervised classification |traffic flow images,

(CNN) spectrograms

Known attack
classification, protocol
anomaly detection

Automatic feature
extraction, translation
invariance,
parallelizable training

Requires labeled attack

data, limited temporal

modeling, high training
data volume

Time-series sensor

Long Short-Term| Supervised/unsupervised data, command

Temporal anomaly

Models long-range
dependencies, variable

Slow training, vanishing
gradient with very long

manipulation

accuracy demonstrated

Memory (LSTM) sequence modeling sequences, network detection, mqltl_-step sequence handling, _ sequences,
attack prediction L interpretability
flows bidirectional context
challenges
No labeled attack data
. Multivariate sensor Zero-day attack requweq, learns nqrmal Requires .c.lean training
Autoencoder Unsupervised anomaly . . behavioral baseline, |data, sensitive to feature
- streams, network | detection, equipment . ;
(AE, VAE) detection . L reconstruction scaling, threshold
flow features  |degradation monitoring L . -
probability selection non-trivial
quantification
Complex architecture,
Coordinated attacks, Joint spatial-temooral extensive
CNN-LSTM Supervised hybrid Raw packets with | multi-stage intrusions, P empor hyperparameter
- - feature extraction, high AN -
Hybrid architecture temporal context | command sequence optimization, high

computational training
cost

Network topology,
communication
graphs

Graph Neural
Network (GNN)

Supervised/semi-supervised
graph learning

Topology-violation
detection, lateral
movement
identification,
unauthorized
communication paths

Explicit topology
encoding, relational
reasoning, zero-shot

generalization to

unlabeled nodes

Graph construction
complexity, scalability
to large dynamic
graphs, limited
industrial deployment

Transformer with Supervised sequence Packet sequences,

Long-range
dependency modeling,

Superior long-
sequence performance,

Very large data
requirements,
computationally

robustness

Attention modeling control logic traces | interpretable attention |parallelizable training,| . . L

- : S intensive, overfitting
weights inherent explainability risk

. . . ner realisti L -

Generative . Synthetic attack |Adversarial robustness, Generates realistic Training instability,
. Semi- . . attack samples,

Adversarial subervised/unsunervised generation, data augmentation for imoroves classifier mode collapse,

Network (GAN) P P adversarial defense | imbalanced classes P evaluation challenges

2.3. Computational Modeling and Simulation of Cyber
Threats

Development and validation of deep learning intrusion
detection systems require representative training and
evaluation datasets. Publicly available ICS cybersecurity
datasets—including the Mississippi State University SCADA
laboratory datasets, the Industrial Control System Cyber
Attack Dataset, and the Secure Water Treatment dataset—
have facilitated method comparison but exhibit limitations
relative to operational industrial environments %, These
datasets frequently capture specific attack scenarios in
laboratory-scale  systems  with  simplified network
architectures and regular traffic patterns not fully
representative of production environments.

Computational modeling and simulation frameworks address
data scarcity through high-fidelity synthetic attack
generation. Virtual 1CS environments implemented in
Emulation-based testbeds—employing actual PLC firmware
executed in emulated environments—generate realistic
network traffic and control system responses under both
normal and attack conditions 4. Hybrid testbed architectures
integrating physical controllers, simulated processes, and
emulated networks balance fidelity and scalability.

Generative adversarial networks have been applied to
generate synthetic network traffic augmenting minority
attack classes, improving classifier performance on
imbalanced datasets.

Feature engineering and dimensionality reduction remain
critical preprocessing considerations. Industrial network
traffic captured at scale produces high-dimensional, high-
velocity data streams. Feature extraction transforms raw
packet captures into machine learning—compatible
representations: statistical flow features (packet inter-arrival
times, byte counts, flag distributions), payload-derived
features (function code distributions, register address
sequences, value ranges), and temporal features (command
frequency, periodicity deviations). Principal component
analysis and autoencoder-based dimensionality reduction
compress high-dimensional feature spaces while preserving
discriminatory information 221,
2.4. System Evaluation and Industrial
Models

Performance evaluation of ICS intrusion detection systems
necessitates metrics aligned with operational consequences.
Accuracy, precision, recall, and F1l-score provide

Deployment
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fundamental classification performance characterization.
However, industrial environments impose asymmetric cost
structures: false negatives permitting successful cyberattacks
may cause physical destruction, environmental release, or
loss of life; false positives may trigger unnecessary operator
interventions, productivity losses, or desensitization to alerts
(23] Receiver Operating Characteristic (ROC) curves and
Precision-Recall curves quantify trade-offs across operating
thresholds; Area Under the Curve (AUC) provides threshold-
independent performance summary.

Real-time processing constraints fundamentally differentiate
ICS intrusion detection from conventional IT security
analytics. Control loops operate at deterministic intervals;
intrusion detection systems must complete inference within
timing windows compatible with process dynamics. For
protective applications requiring automated response—
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blocking unauthorized commands, isolating compromised
segments—end-to-end latency from packet reception to
actuator command must satisfy safety integrity level timing
requirements 4. Model compression techniques—
quantization, pruning, knowledge distillation—reduce
inference latency for edge deployment on resource-
constrained industrial hardware.

Security Operations Center integration frameworks translate
technical detections into actionable operator workflows.
Alert triage systems prioritize detections by severity and
confidence; visualization interfaces present attribution
information comprehensible to control engineers; playbook
automation executes predefined containment responses for
high-confidence detections 1?51, Table 3 presents systematic
mapping of evaluation metrics to engineering significance
and operational impact.

Table 3: Performance Evaluation Metrics for Al-Based Intrusion Detection Systems

precision/recall

Metric Definition E_ngl_n«_eermg Operational Impact Threshold Considerations
Significance
General confidence Misleading with class imbalance;
Accuracy (TP+TN)/(TP+TN+FP+FN) Overall correctness measure inadequate for rare attack
detection
. Operator trust, . .. .
Precision TP/(TP+FP) Fa]sg plosn.lve investigation resource High precision reql_Jlred 0
minimization . prevent alert fatigue
efficiency
Recall . Safety-critical systems require
(Detection TP/(TP+FN) Attack capture Secunt;_/ posture near-perfect recall despite FP
completeness effectiveness
Rate) consequences
. Appropriate when precision-
F1-Score | 2x(PrecisionxRecall)/(Precision+Recall) Harmonic mean of | Balanced performance recall trade-off optimization

indicator

required

False Positive

Operational disruption,

Industrial target typically <0.5%

adversaries

+ .
Rate FPI(FP+TN) False alarm frequency nuisance alerts for deployed systems
Detection . s . Real-time detection Response window Must Sf’mey Process s afety timing
Time from attack initiation to detection . - requirements (milliseconds to
Latency capability availability
seconds)
ROC-AUC Area under ROC curve Thres_hol_d-l_ndep_)gndent Algorithm comparison, | 0.95+ expected for production
discriminability performance envelope deployment
Model Computational duration for model Development iteration|  Update frequency Significant for retraining-
Training Time convergence speed feasibility dependent architectures
Inference Scalability to network Deployment to high- Must exceed peak network arrival
Packets/events processed per second throughput
Throughput volume ; rate
environments
Adversarial Accuracy degradation under evasion ReSII_lepce 0 Long-term security | Emerging requirement, limited
sophisticated o
Robustness attacks posture standardization

3. Applications and Industrial Case Studies

3.1. SCADA Network Intrusion Detection

SCADA network intrusion detection has achieved substantial
validation through operational technology security
deployments. A utility-scale implementation monitoring
DNP3 traffic across 2,500 remote terminal units employed
CNN-based feature extraction from serialized application
layer payloads combined with LSTM temporal modeling of
command sequences %61, The system detected unauthorized
write operations to configuration registers—a common
technique for compromising protective relay settings—with
99.2% detection rate and 0.3% false positive rate. Crucially,
detection occurred during attack execution but prior to

configuration activation,
intervention.
Protocol-aware deep learning detection of Modbus/TCP
manipulation has been validated in manufacturing
environments. Researchers developed a hierarchical
detection architecture: first-stage autoencoder identifying
anomalous function code distributions, second-stage LSTM
detecting out-of-sequence command patterns, third-stage
CNN classifying known attack families from payload
fragments 7. Deployment on production bottling line
achieved 98.7% F1-score for command injection detection
with 3.2 millisecond average inference latency, compatible
with high-speed packaging control timing constraints.

enabling automated blocking
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3.2. Critical Energy and Power Grid Infrastructure
Electric substation cybersecurity has emerged as priority
application domain given systemic consequences of
transmission-level compromise. IEC 61850-based substation
automation systems present distinctive detection challenges:
Generic  Object-Oriented Substation Event (GOOSE)
messages are multicast, latency-sensitive, and lack inherent
security. A deep learning intrusion detection system
specifically designed for GOOSE traffic employed graph
convolutional  networks  operating on  substation
configuration description-derived topology %8l By learning
legitimate message origination sources and publication
frequencies, the system detected spoofed GOOSE
messages—purporting to originate from legitimate IEDs but
carrying malicious trip commands—with 99.7% precision.
Post-incident forensic analysis confirmed detection accuracy;
the system identified test injections undetected by signature-
based perimeter firewall.

Coordinated cyber-physical attacks targeting multiple
substations simultaneously represent advanced adversary
capability demonstrated in red-team exercises and theorized
in nation-state threat assessments. Multi-agent reinforcement
learning architectures, wherein distributed detection agents
share compressed representations through secure channels,
have demonstrated capability for detecting coordinated
switching events that individually appear legitimate but
collectively destabilize transmission corridors 241,

3.3. Manufacturing and Industrial Automation Systems
Industry 4.0 smart manufacturing  environments,
characterized by convergence of operational technology with
enterprise IT and extensive adoption of industrial 10T, present
expanded attack surfaces. Collaborative robot (cobot)
workcells, protected by safety-rated monitored stop systems,
present potential attack vectors wherein safety function
disablement could cause human injury. Deep learning-based
monitoring of safety PLC execution cycles, implemented
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through side-channel power consumption analysis, detected
firmware modifications disabling safety-rated torque limits
with 96.8% accuracy without requiring physical probe
installation (3,

PLC ransomware—malware encrypting control logic or
operational parameters and demanding payment for
decryption keys—has been demonstrated in research
environments and identified in threat intelligence. Detection
methodology utilizing autoencoder-based monitoring of
cyclic scan time consistency successfully identified
ransomware-induced scan time perturbations within three
PLC scan cycles (approximately 30 milliseconds),
substantially faster than disk 1/0 monitoring approaches 4.,

3.4. Real-World Deployment Frameworks

Edge-based Al intrusion detection has achieved operational
deployment in pipeline monitoring systems. Remote
pumping stations connected via satellite links with limited
bandwidth cannot stream full packet captures to centralized
security operations centers. Edge inference engines executing
quantized neural networks on industrial 10T gateways
detected unauthorized valve actuation commands locally,
transmitting only detection events and forensic metadata %2,
Three-year deployment across 47 stations documented 127
confirmed detection events, zero false positives, and
estimated avoidance of $2.1M in potential equipment damage
and environmental remediation costs.

Cloud-assisted industrial monitoring frameworks, while
controversial given operational technology risk aversion,
have demonstrated viability for non-real-time analytics.
Secure aggregation of anonymized detection statistics
enables cross-site collaborative learning without exposing
sensitive process data. Federated learning implementations,
wherein distributed sites train local models and share only
encrypted gradient updates, have achieved 5-8% detection
accuracy improvement for rare attack variants through
collective learning from events across the federation [,

Table 4: Comparison of Traditional vs. Al-Driven Intrusion Detection Frameworks

Computational

Networks

supervised

generalization

Detection Method Detection Type Complexity Adaptability Industrial Scalability | Deployment Readiness
Signature-Based _ _ No_ne to novel aFtacks; High for IT networks; Very High; mature
Signature matching Low requires manual signature poor ICS protocol
IDS products
updates coverage
Rule-Based Manual rule tuning; static | Moderate; configuration High; deployed in
Anomaly Detection Threshold/rule anomaly Low-Moderate thresholds intensive per site industrial IDS
Statistical Process - Moderate; adapts to High; established in High; quality control
Statistical anomaly Low . . . .
Control mean/variance shifts manufacturing heritage
Traditional ML Supervised classification Moderate Requires labeled attack data; Moderate; feature Moderate-High; limited
(SVM, RF) P retraining for new attacks engineering burden industrial deployment
Shallow Neural Supervised classification Moderate Retraining requwe(_j; limited Moderate Moderate
Networks feature learning
Deep Learning Supervised/unsupervised . LeaT”S f.eature High; at_;tomated feat_u re Moderate; increasing
High representations; adaptable to| extraction reduces site - - -
(CNN, LSTM) anomaly - . industrial adoption
protocol variants tuning
Hybrid DL . . . . High adaptability; transfer Moderate-High; Low-Moderate; validated
. Supervised/unsupervised hybrid High . . computational in research, emerging
Avrchitectures learning potential .
requirements deployment
. Learns structure-dependent .
Graph Neural Topology-aware semi- High patterns; zero-shot Moderate; graph Low; primarily research

construction overhead
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Table 5: Implementation Characteristics of Al-Based Cybersecurity Systems in Critical Infrastructure

Deployment Infrastructure Real-Time Integration with Legacy Cost Implications Sustainability and
Model Requirements Capability Systems P Maintenance
Centralized server cluster, . P
On-Premise high-bandwidth traffic (Ir\l/tle(tJ\?virrﬁ;gr?: reS Fl’ﬁr’:dporrté;?cljl- High CAPEX; retra?r:?: IfLCiTZSnl?ds;ture
Centralized |aggregation, dedicated SOC y quired, p moderate OPEX g cycles, sig
- dependent) specific parsers updates, hardware refresh
infrastructure
Edge-Based Industrial gateways, Very High (sub- [?lrect |r1terfa9e Wlth Moderate CAPEX: Moderate; over-the-air
embedded inference - industrial switches; updates, edge model
Local millisecond) . - low OPEX N L
accelerators minimal legacy impact \versioning, device lifecycle
. Edge nodes with cloud .ngh (local Moderate; fieldbus Moderate-High; edge-
Hybrid Edge- coordination, secure inference) / rotocol conversion Balanced cloud synchronization
Cloud " Moderate P ; CAPEX/OPEX 4 '
tunneling - required network dependency
(coordinated)
Federated Distributed edge nodes, High (local Moderate; local data | Moderate CAPEX; Moqera'Fe; secure
. ; . . - aggregation infrastructure,
Learning secure aggregation server inference) remains on-premise moderate OPEX - L
cross-site coordination
Er_nbedded Al-capable PLC/IED Deterministic real- Native to modern_ Higher CAPEX Low; vendor-managed
Firmware . controllers; incompatible .
. hardware time . (new controllers) lifecycle
Integration with legacy
Virtualized NFV infrastructure, Compatible with SD,N' . R
) . enabled networks; Moderate CAPEX;| Moderate; virtualized
Network software-defined Moderate-High . . .
. . requires network moderate OPEX |infrastructure maintenance
Function networking o
modernization

4. Challenges and Future Research Directions

4.1. Data Imbalance and Adversarial Evasion

The fundamental data asymmetry confronting ICS intrusion
detection—overwhelming  predominance  of  normal
operations relative to cyberattack instances—systematically
biases classifiers toward degenerate solutions predicting all
instances as normal. This class imbalance is compounded by
attack heterogeneity; distinct attack methodologies exhibit
dissimilar feature distributions, precluding simple minority
oversampling B4, Generative adversarial networks
synthesizing realistic attack traffic offer partial mitigation;
however, distributional fidelity of synthetic samples remains
challenging to validate.

Adversarial evasion presents escalating concern as deep
learning deployment expands. Attackers may modify
network traffic or sensor values to evade detection while
maintaining malicious effect. Small, imperceptible
perturbations to input features—carefully crafted to
maximize reconstruction error reduction for autoencoder-
based detectors or misclassify CNN outputs—have
demonstrated efficacy against academic intrusion detection
models B3, Adversarial training, wherein models are trained
on both clean and adversarially perturbed examples,
improves robustness but remains imperfect.

4.2. Explainability and Regulatory Compliance

Critical infrastructure operators are subject to regulatory
frameworks—North ~ American  Electric  Reliability
Corporation Critical Infrastructure Protection (NERC CIP),
European Union Network and Information Security
Directive—mandating demonstrable security controls.
Black-box deep learning models, however accurate, pose
compliance challenges when auditors require explanation for
detection decisions. XAl methodologies providing feature
attribution partially address this requirement, yet regulatory
acceptance of algorithmically generated explanations

remains unsettled. Research into inherently interpretable
architectures—attention-based models wherein decision
rationale is directly visualized, prototype-based classifiers
comparing current observations with exemplar cases—may
accelerate regulatory approval pathways.

4.3. Real-Time Latency and Computational Constraints
Industrial control systems impose deterministic timing
requirements fundamentally distinct from 1T networks.
Protective functions requiring automated response—
blocking  unauthorized write commands, isolating
compromised segments—must complete within milliseconds
to prevent physical consequences. Deep neural network
inference on general-purpose processors may exceed these
constraints. Model compression techniques including
quantization (reducing numerical precision from 32-bit
floating point to 8-bit integer), pruning (removing low-
magnitude weights), and knowledge distillation (training
compact student networks from large teacher ensembles)
achieve 5-10x latency reduction with minimal accuracy
degradation. Hardware acceleration utilizing field-
programmable gate arrays or application-specific integrated
circuits offers further latency reduction but increases
deployment cost and complexity.

4.4. Secure
Integration

Deep learning models themselves constitute attack surfaces
requiring protection. Model poisoning attacks during
retraining can systematically degrade detection accuracy.
Model extraction attacks, wherein adversaries query
production models to reconstruct functional approximations,
enable offline adversarial example generation. Secure model
update mechanisms incorporating cryptographic attestation
and  version-controlled  model  registries  remain

Lifecycle Management and Legacy
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underdeveloped relative to enterprise IT software supply
chain security.

Legacy ICS equipment with remaining service lives
measured in decades presents persistent integration barrier.
Field devices commissioned in 1990s continue operating;
their replacement cycles far exceed IT infrastructure refresh
intervals. Al-based security controls for such environments
must operate passively—monitoring network
communications without requiring endpoint agents—or
through bump-in-the-wire inspection appliances.
Computational efficiency requirements are particularly
stringent for passive monitoring, as these appliances must
process full line-rate traffic without introducing measurable
latency.

4.5. Future Secure Cyber-Physical Infrastructures
Federated learning architectures for distributed industrial
security address both data sovereignty concerns and cross-
site collaborative learning imperatives. Critical infrastructure
owners legitimately resist transmitting operational data to
centralized clouds. Federated learning enables model training
across distributed sites without raw data leaving local
premises; only encrypted gradient updates are shared.
Applications to ICS intrusion detection remain nascent, with
research challenges including non-independent and
identically distributed data across sites, communication
efficiency, and Byzantine robustness against malicious
participant updates.

Graph neural networks for topology-aware intrusion
detection represent promising trajectory beyond packet-
focused methodologies. Industrial cyberattacks increasingly
target system-level properties—coordinated switching
events, cascading process disruptions—rather than individual
packet manipulation. GNNs operating on dynamic graphs
representing physical connectivity, control dependencies,
and communication relationships can detect attacks violating
structural constraints invisible to packet-level analysis.
Autonomous  cyber-physical self-healing architectures
represent the ultimate horizon for resilient critical
infrastructure. Beyond intrusion detection, these systems
execute automated containment, mitigation, and recovery
actions within safety and operational constraints.
Demonstrated capabilities in research testbeds include
automated PLC logic rollback to pre-attack configurations,
re-routing of control traffic through trusted paths, and
graceful degradation to fail-safe operational modes [40].
Substantial barriers remain in safety certification, operational
trust, and liability allocation before autonomous response
achieves industrial deployment.

5. Conclusion

Deep learning-based cybersecurity frameworks have matured
from academic research domains to industrially validated
engineering solutions for critical infrastructure protection.
The systematic integration of convolutional neural networks
for protocol-aware packet inspection, LSTM architectures for
temporal sequence anomaly detection, autoencoder-based
unsupervised learning for zero-day attack identification, and
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emerging graph neural networks for topology-aware threat
modeling  collectively  constitutes an  integrated
computational toolkit for industrial control system defense.
Translational evidence from validated deployment cases—
utility-scale SCADA monitoring, electric substation GOOSE
message protection, smart manufacturing PLC security,
pipeline  edge inference  systems—confirms  that
appropriately engineered deep learning systems achieve
operational performance metrics (detection accuracy >98%,
false positive rate <0.5%, inference latency compatible with
control timing) compatible with industrial deployment.
Economic impact assessments document millions in avoided
downtime, equipment damage, and environmental
remediation costs.

Persistent challenges demand sustained interdisciplinary
collaboration between control systems engineers, deep
learning researchers, and critical infrastructure operators.
Data imbalance, adversarial evasion, model explainability for
regulatory compliance, real-time computational constraints,
secure lifecycle management, and legacy system integration
constitute implementation barriers inadequately addressed by
algorithm-focused research agendas. The trajectory of future
secure industrial infrastructures points toward federated
collaborative defense, topology-aware detection
methodologies, and autonomous cyber-physical self-healing
capabilities. Engineering and computational researchers bear
collective responsibility to ensure these systems are not only
algorithmically sophisticated but also operationally robust,
safety-compliant, and resilient against both present and
emergent threats.
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