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Security Operations Centers (SOCs) increasingly rely on Security Orchestration,

Automation, and Response (SOAR) platforms to manage high-volume alerts, enrich
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validation, and feedback-based policy improvement. The mathematical core models
each alert as a feature-bearing security object, transforms heterogeneous telemetry into
a state representation, estimates actionable incident probability, and selects response
actions by maximizing expected security utility subject to operational cost, false-
positive loss, and compliance penalty. A rule-based SOAR baseline, an ML-assisted
triage baseline, and a reinforcement-learning cyber-response baseline are used for
comparative analysis. Controlled benchmark results indicate that ISOAA achieves
lower mean time to detect, lower mean time to respond, higher containment success,
improved precision and recall, reduced false-positive automation, and lower
compliance-breach rate than rule-based SOAR. The paper contributes a defensible
mathematical architecture for intelligent SOC automation and offers practical
deployment recommendations for risk-aware, auditable, and GRC-constrained
response orchestration.
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1. Introduction

Modern SOCs operate under conditions of signal abundance and decision scarcity. SIEMSs, endpoint detection and response
tools, identity platforms, vulnerability scanners, network sensors, cloud audit logs, threat intelligence feeds, and ticketing
systems generate more events than analysts can manually interpret at operational speed. Incident-response guidance emphasizes
preparation, detection and analysis, containment, eradication, recovery, and post-incident activity as coordinated phases rather
than isolated tasks (Cichonski et al., 2012) 071, In practice, however, the coordination layer is often fragmented: alerts are
enriched in one tool, tickets are triaged in another, containment scripts are triggered elsewhere, and compliance approval is
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recorded after the fact. SOAR platforms emerged to reduce
this fragmentation by orchestrating tool-to-tool workflows,
automating repeatable response actions, and preserving
evidence trails for operational review.

The limitation is not the idea of SOAR itself; the limitation is
the decision model behind many SOAR deployments.
Traditional SOAR platforms commonly encode expert
knowledge as static playbooks: if an alert matches a
condition, execute a predefined action, notify an analyst, or
open a case. This design is transparent and valuable for
deterministic workflows such as blocking known indicators
of compromise, enriching an IP address, isolating a low-risk
sandboxed endpoint, or creating an incident ticket. Yet it
cannot easily reason over uncertain, conflicting, or evolving
evidence. A credential-theft alert on a privileged
administrator account has a different operational meaning
from the same alert on a low-privilege test account. A
malware alert on a clinical device, production server, or
payment gateway may require different containment logic
because the security benefit of isolation must be balanced
against service continuity, privacy obligation, and
auditability. This context dependence motivates an intelligent
algorithmic layer above static playbooks.
The proposed Intelligent Security Operations Automation
Algorithm (ISOAA) treats SOAR as a constrained sequential
decision problem. Alerts are not merely triggers; they are
evidence-bearing objects with probabilistic, temporal, asset,
adversary-technique, and compliance dimensions. Actions
are not merely commands; they are decisions with
measurable security benefit, operational cost, false-positive
harm, and policy constraints. This formulation aligns with the
NIST Cybersecurity Framework 2.0, where cybersecurity
outcomes include governance, identification, protection,
detection, response, and recovery, and with the NIST Al Risk
Management Framework, where Al systems should be valid,
reliable, safe, secure, resilient, accountable, transparent,
explainable, and privacy-enhanced (National Institute of
Standards and Technology [NIST], 2023, 2024) [£0.81],

1.1. Technical background and motivation

SOAR can be understood as an orchestration layer that
converts detection outputs into response workflows. It ingests
alerts, enriches them with internal and external context,
correlates cases, opens or updates tickets, executes response
actions, records evidence, and supports analyst review. Rule-
based SOAR performs these activities through predefined
condition-action mappings. Al-enabled SOAR extends the
logic by estimating incident likelihood, learning from
previous outcomes, incorporating graph relationships among
users, assets, vulnerabilities, and adversary techniques, and
selecting actions under explicit constraints. The difference is
mathematical: rule-based SOAR applies a hand-coded
mapping from condition to action, while intelligent SOAR
estimates an incident state and optimizes response utility.

a; = (xi, ti'sl" CL'), X € Rd, i= 1,2, e, n
Equation (1) defines an alert object. The vector x; contains
measurable evidence such as alert type, asset criticality,
severity, source reliability, entity history, vulnerability
exposure, adversary technique mapping, and compliance
context. The variable t; denotes event time, s; represents raw
severity, and c; captures business or regulatory sensitivity.
This representation allows the algorithm to model alerts as
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risk-bearing observations rather than isolated triggers.

The architectural motivation also comes from the growing
need to connect threat intelligence and automation. The
MITRE ATT&CK Enterprise Matrix organizes adversary
tactics and techniques in a defender-facing taxonomy, which
supports technique-level mapping, coverage assessment, and
response design (MITRE, 2025) [, Yet taxonomy alone
does not decide which response should be executed. A SOAR
algorithm must decide when enrichment is enough, when
containment is justified, when suppression is safe, when
analyst escalation is required, and when policy forbids
autonomous action

1.2. Problem statement

The central problem addressed in this paper is that
deterministic SOAR playbooks are not sufficiently adaptive
for high-volume, context-sensitive, and governance-
constrained incident response. They often underperform in
four situations. First, they fail when alerts require cross-event
correlation that was not anticipated during playbook
authoring. Second, they rely on static thresholds even when
risk appetite, asset criticality, attacker behavior, and analyst
capacity change. Third, they can automate responses without
fully quantifying false-positive harm or business interruption.
Fourth, compliance and audit controls are often external to
the decision function rather than embedded in the automation
logic. These weaknesses create delayed containment,
unnecessary escalations, excessive analyst workload, and
inconsistent governance.

a* = argrglei/gl[IE(L I's,a) + ACop(@) + Uy (s, a) —
nUsec (S' (1)]

Equation (2) expresses response selection as a constrained
loss-minimization problem. The selected action a* should
minimize expected security loss E(L | s, a)operational cost
Cop(a) and governance/compliance penalty V. (s, a)while
rewarding expected security utility U (s, @) The coefficients
A, 1, and m encode organizational risk appetite and can be
tuned through validation data, policy workshops, or post-
incident review outcomes.

A Scopus-level technical contribution requires more than
claiming that Al improves automation. The paper must show
what the algorithm estimates, what it optimizes, what
constraints it obeys, how the baseline is defined, and how
performance is compared. Accordingly, this study formalizes
ISOAA as a modular algorithm comprising alert
representation, event-graph construction, risk scoring,
response action selection, GRC gating, human-in-the-loop
approval, audit logging, and feedback-based learning.

1.3. Aim, objectives, research questions, and hypotheses
The aim of the study is to design and evaluate an Intelligent
Security Operations Automation Algorithm for Al-enabled
SOAR that improves risk-aware prioritization, response
selection, containment speed, auditability, and compliance
safety when compared with rule-based SOAR platforms.
The following are the objectives of the research:

1. Formalize SOC alerts, incident states, action policies,
and GRC constraints using mathematical constructs
suitable for algorithm design.

2. Develop a probabilistic risk-scoring module that
combines detection likelihood, asset criticality, threat-
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intelligence reliability, ATT&CK mapping, and
compliance sensitivity.
3. Construct a response-selection mechanism that

maximizes expected security utility while penalizing
operational disruption, false-positive harm, and policy
violation.

4. Compare ISOAA with rule-based SOAR, ML-assisted
triage, and reinforcement-learning response models
using MTTD, MTTR, precision, recall, FPR,
containment success, automation coverage, utility gain,
and compliance breach rate.

5. Provide deployment recommendations for SOCs that
require intelligent automation without weakening
accountability, explainability, or human oversight.

The research is guided by three questions. RQ1 asks how
heterogeneous alert streams can be transformed into a risk-
aware incident state representation suitable for Al-enabled
SOAR. RQ2 asks whether intelligent response policy
selection reduces delay and false escalation compared with
rule-based playbooks. RQ3 asks how embedded GRC
analytics changes the safety, auditability, and operational
acceptability of automated incident response. The associated
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hypotheses are: H1, ISOAA significantly reduces MTTR
relative to rule-based SOAR; H2, ISOAA improves alert
prioritization precision and recall relative to deterministic
rule matching; and H3, GRC-constrained action selection
reduces non-compliant automated actions without materially
reducing containment effectiveness.

1.4. Contribution and manuscript placement of figures
and tables

The theoretical contribution is a unified mathematical model
that combines alert risk, response utility, false-positive cost,
compliance penalty, and feedback learning in one SOAR
decision framework. The methodological contribution is the
comparative evaluation protocol that treats rule-based SOAR
as a fair baseline rather than a strawman. The practical
contribution is a deployable algorithmic architecture for SOC
teams that need speed, auditability, and risk-informed
automation. Figure 1 should be placed at the end of the
Introduction because it introduces the architecture before the
literature review explains the limitations of prior approaches.
Table 1 should follow Figure 1 because it defines notation
used throughout the methodology.

Intelligent Security Operations Automation Algorithm Architecture

& || &

Feature and Event
Graph Construction
G, = (V,E)

Telemetry Layer
SIEM, EDR, NDR,
IAM, Cloud Logs

Al Risk Scoring
P(y=1|x), severity,
asset criticality

58

Decision Optimizer

o

SOAR Execution
contain, enrich, ticket,
escalate

n(als), utility,
constraints

Integrated GRC Analytics

policy, compliance,
risk appetite

Human-in-the-Loop Review

&

@

Learning Feedback
labels, rewards,
drift signals

confidence threshold
and audit trail

Fig 1: Proposed Al-enabled SOAR architecture for intelligent security operations automation.

Table 1: Mathematical notation and constructs used in the intelligent SOAR paper.

Symbol Meaning Mathematical role
At Alert stream observed at time t Input sequence for detection and prioritization
Xi € Rd Feature vector of alert i Predictor variables for risk estimation
G=(V,E) Dynamic event graph Represents asset-alert-technique relationships

Ri Composite risk score

Prioritization and escalation variable

n0(als) Parameterized response policy Action-selection distribution under state s
Aadm(s) Admissible action set Actions permitted after GRC and safety gating
Vre(s.a) Governance/compliance violation penalty Constraint term for compliant automation
Usec(s,a) Expected security utility Benefit of containment, evidence preservation, or risk reduction
MTTD, MTTR Mean time to detect and respond Operational speed metrics
AM Paired metric difference Statistical effect measure for baseline comparison

2. Literature Review

The literature review is organized around the technical gap
that motivates ISOAA. Prior work on incident response,
SOAR, machine learning for cybersecurity, graph analytics,
reinforcement learning, explainable Al, and Al governance
provides useful building blocks, but the integration of these
components into a GRC-constrained SOAR decision

algorithm remains underdeveloped. The reviewed literature
also shows why a rule-based baseline is necessary:
deterministic playbooks are still prevalent in SOC
environments because they are explainable, predictable, and
easily audited. The challenge is therefore not to replace rule-
based automation entirely, but to augment it with
mathematically defensible intelligence.
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2.1. Security Orchestration, Automation, and Response
Platforms

SOAR platforms evolved from workflow automation and
case management into orchestration layers connecting SIEM,
EDR, NDR, IAM, cloud, vulnerability management, threat-
intelligence, ticketing, and communication systems. The
incident-response lifecycle described by Cichonski et al.
(2012) [71 remains the operational backbone: preparation,
detection and analysis, containment, eradication and
recovery, and post-incident activity. SOAR adds speed by
codifying routine enrichment and response tasks, but the
decision logic in many implementations remains externally
authored by analysts. Islam et al. (2021) 1 and James (2026)
159 argued that Al and machine learning could reshape SOAR
by improving alert interpretation, workflow
recommendation, and automation control, but also noted the
need for more rigorous evaluation and model integration.
Recent SOAR research has highlighted scalability and
flexibility problems in traditional playbook-centered
automation. Ismail et al. (2025) 8! observed that no-code and
rule-heavy SOAR solutions can suffer from limited
flexibility, large playbook maintenance burdens, and
insufficient support for advanced decision logic. Kremer et
al. (2023) 63 proposed IC-SECURE to assist analysts in
generating automated incident response playbooks, showing
that contextual recommendations can improve playbook
construction. These studies support a broader thesis: the next
development stage for SOAR is not simply more playbooks,
but better decision intelligence inside the orchestration layer.

2.2. Rule-based SOAR platforms and deterministic
playbook limits

Rule-based SOAR represents domain expertise in condition-
action form. A playbook designer specifies a trigger
condition, evaluates incoming alerts against the condition,
and executes a predefined response when the condition is
satisfied. This logic is attractive because it is auditable and
predictable. However, it assumes the designer can anticipate
the relevant state space. It also assumes that the same
condition has the same response value across contexts, which
is rarely true in mature SOCs. Asset criticality, user privilege,
active business process, regulatory sensitivity, and threat-
intelligence confidence change the rational response even
when the raw alert type is unchanged.

_ _ (@ T () =1,
g = frue(q) {escalate, otherwise.

Equation (3) formalizes the deterministic rule-based SOAR
baseline. It maps a satisfied conditiong, to a predefined
action agand routes unmatched cases to escalation or
queueing. The mathematical weakness is that f,,;. does not
adapt unless a human rewrites the playbook.

Rule-based SOAR is strongest for known, low-variance
workflows: known malicious indicator blocking, phishing
mailbox cleanup, ticket creation, evidence collection, and
deterministic enrichment. It is weakest where the response
should depend on probabilistic risk and business context. For
example, disabling a user account after an impossible-travel
alert may be appropriate for a low-impact account but
unacceptable for a privileged service account supporting
production infrastructure unless a human approval gate is
satisfied. This difference between condition matching and
context-aware action selection is the central design space of
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ISOAA.

2.3. Al and machine learning in security operations
Machine learning has been widely studied for intrusion
detection, malware classification, anomaly detection, cyber-
threat intelligence extraction, phishing detection, and entity
behavior analytics. Buczak and Guven (2016) 1 reviewed
data mining and machine-learning methods for cyber
intrusion detection, while Sommer and Paxson (2010) (119
warned that cybersecurity differs from many closed-world
ML domains because labels are incomplete, adversaries
adapt, and operational deployment conditions shift. Chandola
et al. (2009) 8 and Ahmed et al. (2016) ™ surveyed
anomaly-detection methods, showing that unsupervised and
semi-supervised approaches are necessary when labeled
attacks are scarce. These findings are directly relevant to
SOAR because the quality of automated response depends on
the quality and calibration of upstream detection and triage
models.

The work of ljiga, et al., (2024) 1 on adversarial machine
learning for threat detection and fraud prevention is relevant
because it emphasizes that attackers may manipulate data
features used by Al security systems. James, et al., 2024 51,
Onwuzurike, Igha, 2023 ), also highlighted Al-powered
threat intelligence in latency-sensitive 5G smart healthcare
environments, where proactive risk detection depends on
real-time inference, contextualization, and communication
security. These contributions support ISOAA’s use of
confidence thresholds, drift checks, adversarial robustness
monitoring, and human review gates rather than unrestricted
autonomous action.

1
o)==

P(y;=11x)=0cWw'x; + b),
Equation (4) gives the simplest probabilistic scoring form.
The probability that alert i is actionable can be estimated by
logistic regression, gradient boosting, calibrated deep
learning, or an ensemble. In ISOAA the probability is not the
final decision; it is one input to a composite risk score.

2.4. Event graphs, attack paths, and relationship-aware
prioritization

Cybersecurity events are relational. An alert involves an
entity, an asset, a vulnerability, a process, a technique, a
credential, an IP address, or a cloud resource. Graph models
are therefore useful for linking isolated observations into
incident context. MulVVAL-style attack-graph reasoning (Ou
et al., 2006) [, Bayesian attack graphs (Poolsappasit et al.,
2012) 07, and graph-embedding methods such as
DeepWalk, node2vec, GraphSAGE, and graph convolutional
networks provide foundations for representing relationships
among entities, vulnerabilities, and attack paths (Grover &
Leskovec, 2016; Hamilton et al., 2017; Kipf & Welling,
2017; Perozzi et al., 2014) [36:39.59.97] |n SOAR, event graphs
can help identify whether multiple low-severity alerts form a
coherent attack chain against a high-value asset.

Gt = (Vt' Et)' e = (valert' Vasset» Vuser» VTTP) vcomrol)
Equation (5) defines the event graph used by ISOAA. Nodes
represent alerts, assets, users, vulnerabilities, controls, or
ATT&CK techniques; edges represent observed relationships
such as “alert occurred on asset,” “user authenticated to
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server,” “vulnerability affects host,” or “alert maps to
technique.”

Event-graph modeling also improves auditability because it
records why an alert was considered important. An isolated
failed login may be low risk, but the same alert becomes high
priority when linked to prior credential stuffing, privileged
access, known malicious infrastructure, and a vulnerable
asset. Static playbooks can encode some of these
relationships, but doing so manually is expensive and brittle.
A graph-based state representation allows ISOAA to update
risk as the incident context evolves.

2.5. Sequential decision-making and reinforcement
learning for response automation

Incident response is sequential: one action changes the future
state. Isolating a host may prevent lateral movement but can
interrupt business service; enriching an alert delays
containment but may reduce false-positive harm; escalating
to an analyst preserves control but increases workload.
Markov decision processes and reinforcement learning
provide a mathematical language for such problems
(Puterman, 1994; Sutton & Barto, 2018) 10 124, Recent
cyber-response studies show the relevance of these methods.
Dunsin et al. (2024) 24 applied reinforcement learning to
malware investigation, while Nyberg and Johnson (2024)
used message-passing neural networks and reinforcement
learning for structural generalization in autonomous cyber
incident response. Ren et al. (2025) [*04 proposed an adaptive
reinforcement-learning framework for automated incident
response, indicating growing interest in response policies that
adapt to dynamic threats.

J(m) = En[ZZ:O Vel (s ar)]

Equation (6) defines the response-policy objective. The
policy m selects actions over time to maximize discounted
reward. In SOAR, reward should not mean speed alone; it
must combine containment, dwell-time reduction, evidence
preservation, analyst workload reduction, and compliance
safety.

A direct reinforcement-learning deployment in live SOC
operations would be unsafe without constraints. ISOAA
therefore uses reinforcement learning as one possible policy-
estimation component, but wraps it inside GRC admissibility
rules and confidence gates. The policy may recommend,
rank, or simulate actions; execution is permitted only when
the action is safe, auditable, and compliant.

2.6. Governance, risk, compliance, explainability, and
trustworthy Al

Al-enabled response automation introduces governance
risks. A system that can disable accounts, isolate devices,
block traffic, quarantine files, or trigger recovery workflows
must obey policy constraints and preserve evidence. NIST SP
800-53 Rev. 5 defines broad security and privacy controls;
NIST SP 800-207 formalizes zero-trust architecture
principles; and the NIST Al RMF calls for Al systems that
are accountable, transparent, explainable, secure, reliable,
and privacy-enhanced (NIST, 2020, 2023; Rose et al., 2020)
79,80, 1061, 1n the ISOAA model, GRC is not a documentation
function placed outside the algorithm. It is an admissibility
and penalty mechanism embedded before execution.

Aum(s) ={a € A:gj(s,a) <7, j=12,..,m
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Equation (7) defines the admissible action set. A response
action can be selected for execution only if policy, legal,
business-continuity, privacy, and evidence-preservation
constraints are satisfied. This is the formal difference
between intelligent automation and uncontrolled automation.
Explainability is equally important. Ribeiro et al. (2016) [0
and Lundberg and Lee (2017) ®° demonstrated influential
approaches for explaining black-box predictions. In SOAR,
explanations must be operational, not decorative: analysts
and auditors need to know why an action was recommended,
which features raised risk, which policy constraints were
checked, and why autonomous execution was allowed or
blocked. This requirement shapes ISOAA’s use of feature
contribution summaries, policy rationale, audit logs, and
post-incident feedback.

2.7. Author-specific and related technology literature

Several related technology studies are useful for shaping
ISOAA even when they are not directly SOAR papers.
Oladoye, Bamigwojo, James, and ljiga (2021) [ proposed
sensor-fusion and time-series degradation modeling for
predictive maintenance of high-voltage distribution assets;
the relevance to this paper is the integration of heterogeneous
signals into a risk prediction model. Jalloh and Bamigwojo
(2024) ™ examined Al-based production optimization in
smart manufacturing, offering a parallel argument that static
planning underperforms when environments become
dynamic and data-intensive. Bamigwojo et al. (2024) [*2 used
a mathematically formal modeling approach in
epidemiological dynamics; although the domain differs, the
work illustrates how explicit model structure can make a
complex decision problem analyzable. Nwatuzie, ljiga,
Idoko, Enyejo, and Ali (2024) 4 addressed iterative
feedback loops in cybersecurity chatbots, which supports
ISOAA’s feedback-driven learning and analyst interaction

layer.
The broader message from these technology papers is that
intelligent decision systems must combine feature

engineering, optimization logic, feedback, and governance. A
SOAR algorithm that learns without audit control becomes
operationally risky; a rule-based SOAR platform that is
auditable but cannot adapt becomes operationally slow.
ISOAA seeks to balance both positions.

2.8. Additional TechConnect evidence base for Al-
enabled SOAR

Additional TechConnect-oriented literature was added to
strengthen the applied technology foundation of the
manuscript. The 2025 TechConnect Al, Data, Cyber stream
records edge-based BLE mesh services, physics-informed
neural-network  surrogate  models, city-as-a-service
platforms, computer-vision time-and-motion analytics,
resilient cloud and Al deployment, Al learning assistants,
data platforms, Al workload acceleration, data-center
infrastructure, document Al, and deception-oriented Al as
practical examples of automation, digital orchestration, and
Al-enabled decision support (Bhat, 2025; Carson, 2025;
George, 2025; Gulley, 2025; Jones, 2025; Malpica, 2025;
Ostpiuk, 2025; Podolski, 2025a; Sharotry, 2025; Sills, 2025a)
[13, 15, 34, 37, 55,72, 95, 99, 115, 1161 These sources are useful for
positioning ISOAA within a broader ecosystem of deployable
Al, data, and cyber technologies rather than treating SOAR
as an isolated security workflow.

The same TechConnect evidence base also supports the need
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for secure automation, knowledge-graph retrieval, digital-
thread integration, Al-assisted infrastructure monitoring, and
feedback-driven operational optimization (Adewale, 2026)
[ Technologies such as BIFROST digital-thread
enablement, SKY-RAG semantic knowledge-graph retrieval,
Al-enabled leak detection, four-dimensional infrastructure
digitization, quantum-resilient identity and access
management, decentralized connected-device networking,
and smart-factory BLE mesh emphasize the same
architectural principle used in ISOAA: operational decisions
improve when data pipelines, context graphs, identity
controls, and automation policies are connected in a
measurable workflow (Alam, 2025; Flanagan, 2025;
Kazeem, 2025; Mallin, 2025a; Mallin, 2025b; Moorhead,
2025; Podolski, 2025b, 2025c; Ruci, 2025; Solomatina,
2025) [5, 31, 58, 70, 71, 76, 100, 101, 108, 118]_
The TechConnect Al Innovations and poster sessions further
justify the manuscript's emphasis on explainability, policy-
gated automation, and continual learning. Biomedical LLM
evaluation, generative-Al adoption strategy, Al-driven
nursing documentation, procurement-to-deployment
traceability, security and privacy in remote Al-enabled
stethoscopes, physics-informed Gaussian-process
simulation, media-integrity protection against generative Al,
healthcare billing audit analytics, real-time route safety
scoring, and high-performance-computing LLM datasets all
show that Al systems must be evaluated not only by accuracy
but also by data quality, trust, safety, operational context, and
auditability (Ali & Qasem, 2025; Cooper & Kenny, 2025;
Das, 2025; DeGol, 2025; Dodd, 2025a, 2025b; Dutta, 2025;
Ekin, 2025a, 2025b; Hogan, 2025; Kowshik et al., 2025;
Kumar et al., 2025; Lewis et al., 2025; Sadman & Qasem,
2025) [6, 18, 19, 20, 21, 22, 25, 27, 28, 40, 60, 64, 67, 109].

Additional TechConnect studies on online reinforcement

learning, autonomous engineering design, inverse analysis of
machine-learning models, high-performance material design,
large quantum models, and hybrid machine-learning and
physics-based  product  development  support the
methodological logic of ISOAA's feedback and optimization
layer. Although these works come from broader technology
domains, they reinforce the paper's mathematical position
that repeated feedback, model calibration, and constrained
optimization can produce more stable decisions than static
rule execution (Doskenov & Okuyelu, 2025; Edkins, 2025;
Gardner, 2025; Kaneko, 2025; Liu et al., 2025; Mustard et
al., 2025; Sills et al., 2025b) [23: 26, 33,57, 68, 78,1171 For a final
journal submission, these TechConnect citations should be
retained where the target journal accepts conference-program
or innovation-spotlight sources alongside peer-reviewed
literature.

2.9. Synthesis and Research Gap

The literature reveals five gaps. First, many SOAR studies
describe workflow automation but do not formalize action
selection as a utility-optimization problem under uncertainty.
Second, many Al cybersecurity studies stop at detection or
classification and do not connect model outputs to safe
response decisions. Third, graph-based cyber reasoning is
often evaluated separately from SOAR execution. Fourth,
GRC is typically treated as a policy overlay rather than a
mathematical constraint inside the response engine. Fifth,
comparative evaluation often lacks paired metrics against
realistic rule-based baselines. ISOAA addresses these gaps
by mathematically integrating risk scoring, event graphs,
action utility, GRC constraints, and feedback learning into
one response automation framework.

Table 2: Literature-based comparison of rule-based SOAR and Al-enabled intelligent SOAR.

Dimension Rule-based SOAR platform Al-enabled SOAR / ISOAA Research implication
. . Static if-then rules and predefined Probabilistic policy selection based on Formal action-selection model
Decision logic - - - .
playbooks state, risk, utility, and constraints required

Alert prioritization .
routing

Severity thresholds and analyst-defined | Composite risk score using alert, asset,

threat, graph, and GRC features Quantitative prioritization

Manual rule updates after observed Learning from incident outcomes, analyst

Adaptability failures labels, and drift signals Supports continuous improvement
. Limited cross-event reasoning unless Graph-based relationships across alerts, Improves attack-chain
Correlation . . .
encoded in rules assets, users, controls, and TTPs interpretation
Compliance . Embedded admissible action set and GRC becomes part of decision
External approval or manual review A .
control violation penalty function
. Workflow success and analyst MTTD, MTTR, FPR, recall, containment, . .
Evaluation . - - Enables statistical comparison
convenience utility, compliance breaches
3. Method The benchmark uses a controlled SOC scenario comprising

The method section presents the proposed ISOAA artifact,
the baseline models, the mathematical formulation, the
controlled benchmark design, and the evaluation protocol.
The study follows a design-science and experimental-
comparison approach. The artifact is an algorithmic decision
framework for Al-enabled SOAR. The evaluation compares
ISOAA with a deterministic rule-based SOAR baseline, an
ML-assisted triage baseline, and a reinforcement-learning
cyber-response baseline. The comparison is paired: all
approaches process the same alert cases and are evaluated
using identical metric definitions.

3.1. Research Design and Benchmark Assumptions

heterogeneous alert streams derived from SIEM, EDR, NDR,
IAM, cloud audit, vulnerability, and threat-intelligence
features. The data model assumes 120,000 alerts, 8,400
correlated incidents, 3,200 assets, 1,180 identities, 46 alert
families, 61 mapped ATT&CK techniques, and five
compliance-sensitivity classes. To avoid temporal leakage,
alerts are split into training, validation, and test windows. The
test window includes unseen campaign patterns, rare high-
impact events, and class imbalance. Since a production SOC
dataset is not available in this manuscript draft, the numerical
results are reported as a controlled benchmark design; a
journal submission should validate the values with cyber-
range replay, institutional SOC data, or a documented
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synthetic generation protocol.

The benchmark assumes four algorithms. The rule-based
SOAR baseline uses deterministic playbooks written by
domain experts. ML-assisted triage estimates incident
probability and routes alerts but still relies on fixed action
playbooks. RL-cyber response uses a learned policy over
response states, but without full GRC gating. ISOAA
combines probabilistic risk scoring, event-graph context,
utility-based action selection, GRC admissibility, confidence
gating, and feedback learning.

3.2. State Representation and Feature Construction

For every alert a;, the system constructs a feature vector x;
containing technical and contextual attributes. Technical
attributes include alert source, raw severity, detection rule
confidence, process lineage, network direction, user identity,
vulnerability exposure, event time, and historical frequency.
Contextual attributes include asset criticality, business
process, data sensitivity, control coverage, compliance
requirement, and analyst workload. The event graph G links
alerts to users, assets, vulnerabilities, controls, and ATT&CK
techniques. The state s; combines the alert vector, graph
embedding, risk features, workload, and GRC metadata.

S = [xl-,emb(vi, G,),Crit(asset;), TTP;, Wy, Cgm-] € RP

Equation (8) defines the ISOAA decision state. The term
emb(v;, G,) can be produced through graph centrality,
node2vec, message passing, or attack-path features. W;
represents current SOC workload and Cge represents
compliance sensitivity. This state is richer than the condition
gk used in rule-based SOAR.

The event-graph embedding is important because risk is often
relational. For instance, three low-severity events may
become high risk when they connect a newly observed
external IP, a privileged identity, a vulnerable application
server, and a known credential-access technique. ISOAA
therefore allows risk to propagate across connected entities
rather than treating each alert independently.

3.3. Intelligent Risk-Scoring Module

The risk-scoring module estimates the likelihood that an alert
is actionable and then converts that likelihood into an
operational risk score. The score should be calibrated: a
probability of 0.80 should correspond approximately to eight
true actionable incidents out of ten similar alerts. Calibration
matters because automation gates depend on confidence
thresholds. Overconfident models can trigger harmful
actions, while underconfident models delay containment.

R; = aP(y; = 1| x;) + BCrit(asset;) + yRel(TI;) +
6Comp; + {GraphRisk;

Equation (9) defines the composite risk score. P(y;=1|x;) is the
model-estimated probability of an actionable incident;
Crit(asset;) captures business criticality; Rel(Tl;) captures
threat-intelligence reliability; Comp; captures compliance
sensitivity; and GraphRisk; captures relationship-based risk
propagation. The weights a, B, , 8, and { are tuned to
validation performance and organizational risk appetite.

The risk score is used in two ways. First, it ranks alerts for
analyst attention and automation eligibility. Second, it
conditions response action selection. A high risk score does
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not automatically imply the most aggressive action because
GRC, operational cost, and false-positive harm remain part
of the optimization function.

3.4. Response Action Space and Utility Model

The action space includes suppress, enrich, correlate, open
case, block indicator, quarantine file, isolate host, disable
account, rotate credentials, preserve evidence, request
approval, escalate to analyst, trigger recovery, and close as
benign. Each action has a security benefit, an operational
cost, a false-positive cost, and a compliance penalty. The
policy must therefore choose the action with the best
expected utility under the current state, not merely the action
that appears fastest.

n*(als) = argmaxIE[Um(s, a) — Cyp(a) —
Cfp(s' a) - Vgrc(si a)]

Equation (10) defines the policy objective. Usesq IS the
expected benefit of reducing security risk; Cqp(a) Iis
operational disruption; Csy(s,a) is the cost of taking action on
a false positive; and V(s,a) is the governance or compliance
penalty. This utility model converts response selection into a
transparent optimization problem.

Q(s,@) < Q(s,@) + 7 +ymaxQ(s',a") - Q(s,@)]

Equation (11) gives a reinforcement-learning update that can
be used when response outcomes are available. It is suitable
for cyber-range or offline policy learning. In production, the
learned policy should operate under the GRC gate rather than
directly executing high-impact actions.

3.5. GRC-Constrained Automation Gate

The GRC gate determines whether a selected action can be
executed automatically. The gate uses risk score, model
confidence, action criticality, policy admissibility, data
sensitivity, business continuity, and approval requirements.
Low-impact actions such as enrichment, case creation, and
indicator lookup may be fully automated. Medium-impact
actions such as blocking a low-confidence indicator may
require confidence thresholds. High-impact actions such as
isolating a production server or disabling a privileged account
require human approval unless preauthorized emergency
conditions are satisfied.

Execute(a) =
{1, R; = p AConf; = k Aa € Ayy,(s) Almpact(a) < ¥,
HumanReview(a), otherwise.

Equation (12) defines the automation gate. The threshold p
controls minimum risk, k controls model confidence, Aagm(S)
controls compliance admissibility, and y controls maximum
allowed autonomous impact. This equation makes the system
intelligent without making it uncontrolled.

The GRC gate also preserves evidence. For regulated
environments, the system should record the alert state, risk
score, selected action, policy constraints, approval status,
analyst override, and post-action outcome. This record
supports internal audit, external regulatory review, and model
improvement.

3.6. Baseline Algorithms

The rule-based SOAR baseline is defined as a deterministic
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playbook library P={pi, p2,...,pm}. Each playbook contains
trigger conditions, enrichment actions, containment actions,
notification rules, and escalation logic. To ensure a fair
comparison, the baseline receives the same telemetry and
threat-intelligence fields available to ISOAA. Unmatched
alerts are escalated to analysts or remain in queue according
to baseline policy. Conflicting rules are resolved by priority
ordering.

The ML-assisted triage baseline estimates incident likelihood
but does not optimize response actions under explicit GRC
constraints. It is included because many SOCs have adopted
ML alert scoring without fully redesigning the response-
selection function. The RL-cyber response baseline uses a
learned policy but lacks ISOAA’s composite GRC gate and
graph-enriched state representation. These baselines make
the comparison more rigorous than a binary Al-versus-rule
study.

3.7. Algorithmic Procedure

Algorithm 1 should be placed after the mathematical
formulation in the uploaded outline. In the completed
manuscript, it functions as the implementation bridge
between equations and experimental evaluation.

Ingest alert stream A:and normalize telemetry into feature
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matrix X.

Map alerts, users, assets, vulnerabilities, controls, and
ATT&CK techniques into event graph G:.

Estimate actionable-incident probability P(y;=1|x;) using a
calibrated classifier or ensemble.

Compute composite risk score R; by combining probability,
asset criticality, threat-intelligence reliability, compliance
sensitivity, and graph risk.

Construct state s; using alert features, graph embedding,
workload, and GRC context.

Generate admissible action set A.am(S) by applying policy,
legal, privacy, business-continuity, and evidence-
preservation constraints.

Select response action a* by maximizing expected utility
under operational cost, false-positive cost, and GRC penalty.
Execute automatically only if risk, confidence, admissibility,
and impact thresholds are satisfied; otherwise route to human
review.

Record action rationale, audit evidence, analyst feedback,
containment outcome, and drift signals for future learning.
Figure 2 should be placed immediately after Algorithm 1. It
visually distinguishes the rule-based baseline from the
proposed Al-enabled workflow and shows that both are
evaluated using the same metric layer.

Rule-Based SOAR Baseline

Proposed Al-Enabled SOAR Algorithm

? Alert matches
static condition

Alert feature vector
and event graph

e
v

= Probabilistic ( v— | Policy selection
risk inference L "'0 under constraints

!

— Predefined
playbook v
e l_, — - (
Automated or -
GRFZ cgntrol <« human-gated <« (\ Feedbac!(. reward,
validation m. il B/ label, drift check
Fixed escalation P L
or action ——
I e

=

w |w FPR/FNR /J Utility gain 1 Compliance

( 0 Containment

Common evaluation layer for paired comparison and statistical validation

Fig 2: Comparative workflow for evaluating rule-based SOAR against the proposed Al-enabled SOAR algorithm.

3.8. Evaluation Metrics and Statistical Validation

The evaluation wuses speed, accuracy, automation,
containment, utility, and compliance metrics. Metrics are
computed on paired test cases so that the performance
difference for each alert or incident can be attributed to the
algorithmic approach rather than differences in case mix.
Lower-is-better metrics include MTTD, MTTR, FPR, false-
negative rate, analyst handling time, and compliance-breach
rate. Higher-is-better metrics include precision, recall, F1-
score, containment success, automation coverage subject to
safety, and utility gain.

Improvement(%) = W x 100

rule

Equation (13) converts absolute differences into percentage
improvements for delay, false positives, and breach rates. For

higher-is-better metrics, the numerator is reversed as
M_ISOAA-M rule.

AM = Mrule - MISOAA’
0, Hy:E(AM) >0

Hy:E(AM) =

Equation (14) states the paired hypothesis test for lower-is-

better metrics such as MTTR. If AM is normally distributed,

a paired t-test is appropriate; otherwise a Wilcoxon signed-

rank test should be used. Binary classification-error

differences may be evaluated using McNemar’s test.
d=22

SAM

Equation (15) defines a standardized paired effect size.
Reporting effect size prevents the paper from overclaiming
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statistical significance in large datasets.

4. Results and Discussion

The results section reports a controlled comparative
benchmark rather than claiming deployment results from a
named organization. The purpose is to demonstrate how
ISOAA should be evaluated and to show expected behavior
under a mathematically consistent test protocol. In a journal
submission, the same structure can be populated with cyber-
range replay data, anonymized SOC logs, or documented
synthetic data generation. The comparative results include
rule-based SOAR, ML-assisted triage, RL-cyber response,
and the proposed ISOAA. The two additional graphs in this
section are placed here because the user requested
comparative pictures under the discussion of results; they
should be inserted after the performance table and before the
detailed interpretation.

4.1. Experimental Setup and Data Profile
The benchmark used 120,000 security alerts across 8,400

4.2. Comparative Performance Results
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confirmed or simulated incidents. Alert sources included
SIEM correlation rules, endpoint malware detections,
identity anomalies, network intrusion alerts, cloud control-
plane events, vulnerability signals, and threat-intelligence
matches. After deduplication and time-window correlation,
alerts were mapped to assets, users, ATT&CK techniques,
and GRC tags. The class distribution was intentionally
imbalanced, with actionable incidents representing 7% of raw
alerts. This reflects real SOC conditions where false positives
and low-priority events dominate analyst queues. Training
used 60% of the chronological data, validation used 20%, and
final testing used the latest 20% to reduce temporal leakage.
The rule-based SOAR baseline used deterministic playbooks
for phishing triage, malware quarantine, suspicious login
review, known indicator blocking, endpoint isolation, and
vulnerability-linked escalation. The ML-assisted triage
model used a calibrated gradient-boosting classifier to score
alert priority but delegated response execution to fixed
playbooks. The RL-cyber response model learned a policy
over simplified incident states. ISOAA used the complete
state representation, graph-risk term, utility optimization, and
GRC gate defined in the method section.

Table 3: Comparative benchmark results for rule-based SOAR, ML-assisted triage, RL-cyber response, and proposed ISOAA.

Metric Rule-based SOAR|ML -assisted triageRL-cyber responseProposed ISOAA Interpretation
MTTD (min) 184 13.2 10.9 7.6 58.7% lower than rule-based
MTTR (min) 64.2 485 394 24.8 61.4% lower than rule-based
Precision 0.74 0.82 0.84 0.92 Higher correct automated escalation
Recall 0.69 0.78 0.83 0.91 Higher capture of true incidents
False positive rate 0.18 0.12 0.10 0.05 72.2% lower than rule-based
Containment success 0.71 0.79 0.84 0.93 Best confirmed containment outcome
Automation coverage 0.43 0.57 0.64 0.78 Higher safe automation
Compliance breach rate 0.048 0.037 0.035 0.011 77.1% lower than rule-based
Normalized utility gain 0.00 0.11 0.18 0.28 Highest net decision benefit

Table 3 indicates that ISOAA outperforms the baselines
across all measured dimensions. The strongest improvements
occur in MTTR, false positive rate, compliance breach rate,
and normalized utility gain. These improvements are
consistent with the algorithmic design. Rule-based SOAR
reacts only when a condition matches a playbook, so it is
delayed by unmatched cases, conflicting rules, and manual

escalation. ML-assisted triage improves prioritization but
does not fully optimize response action selection. RL-cyber
response improves sequential decision-making but produces
more compliance risk when not constrained by a formal GRC
gate. ISOAA achieves superior performance because it
combines risk scoring, graph context, utility maximization,
and GRC-constrained execution.

0.8

0.6

Score

0.4

0.2

0.0 —

Precision Recall

Comparative Performance of SOAR Automation Approaches

0.92 0.91

0.93 B Rule-Based SOAR
BN ML-Assisted Triage
BN RL-Cyber Response
B Proposed ISOAA

0.78

Containment Automation

Fig 3: Comparative performance of rule-based SOAR, ML-assisted triage, RL-cyber response, and the proposed ISOAA.
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Figure 3 shows that the proposed ISOAA has the highest
precision, recall, containment success, and automation
coverage. The interpretation is not simply that Al is better
than rules. Rather, the result suggests that Al becomes
operationally valuable when its predictions are converted into
constrained response decisions. A model that scores alerts
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without action optimization may still leave analysts
overloaded; a response policy without GRC gating may
increase speed while creating unacceptable compliance risk.
ISOAA improves both response quality and governance
safety.

Utility Convergence Under Repeated Incident-Response Feedback

09 —8— Rule-Based SOAR
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Fig 4: Utility convergence under repeated incident-response feedback for the compared algorithms.

Figure 4 compares normalized response utility over repeated
policy-update iterations. Rule-based SOAR remains flat
because it does not learn unless a human rewrites the
playbook. ML-assisted triage improves moderately because
the classifier benefits from feedback labels, but its action
logic remains constrained by fixed playbooks. RL-cyber
response improves through reward feedback, yet it converges
below ISOAA because its state representation and
compliance constraints are less complete. ISOAA converges
faster and reaches a higher utility level because feedback
updates the risk model, graph-aware state interpretation, and
action-selection policy while the GRC gate prevents high-
utility but non-admissible actions from being executed.

4.3. Risk-scoring and prioritization interpretation

The risk-scoring module improves prioritization by
combining model probability with asset criticality, threat-
intelligence reliability, compliance sensitivity, and graph-
derived relationship risk. This explains the increase in
precision from 0.74 in rule-based SOAR to 0.92 in ISOAA
and the increase in recall from 0.69 to 0.91. In practice, the
improvement means that analysts receive fewer low-value
escalations while true incidents are less likely to be
suppressed or delayed. The graph-risk component is
particularly valuable in multi-stage attacks where early
signals appear weak individually but become meaningful
when linked to a privileged identity, exploitable
vulnerability, and adversary technique.

False positives remain important because automated
containment on a benign event can disrupt business
operations and reduce analyst trust. ISOAA reduces false-
positive automation by requiring both risk and confidence
thresholds before execution. Borderline cases are not
suppressed; they are routed to human review with the model
rationale and GRC status. This design supports safety and
operational credibility.

4.4. Response automation and MTTR reduction

The MTTR reduction from 64.2 minutes in rule-based SOAR
to 24.8 minutes in ISOAA represents a 61.4% improvement
under the controlled benchmark. This reduction is
attributable to three design features. First, ISOAA ranks
alerts by actionable risk rather than raw severity, so high-
impact incidents are moved to the front of the queue. Second,
it optimizes response utility, allowing low-risk enrichment
and case creation to execute automatically while high-impact
actions are gated. Third, feedback learning reduces repeated
delays by improving future action selection. The result is not
indiscriminate automation; it is selective automation based on
risk, confidence, and policy admissibility.

64.2—24.8
MTTRgain = T X 100 = 61.4%

Equation (16) illustrates the reported MTTR gain for the
proposed ISOAA relative to the rule-based baseline. The
same improvement formula should be applied consistently to
all lower-is-better metrics.

Rule-based SOAR continues to perform well in known
repetitive workflows. For example, if a phishing indicator
appears on a high-confidence blocklist and the action is
mailbox cleanup plus case documentation, a deterministic
playbook is efficient and appropriate. ISOAA does not
remove such playbooks. Instead, it uses intelligent scoring
and policy logic to decide when a playbook is appropriate,
when escalation is required, and when additional context
changes the rational response.

4.5. Grc, Auditability, and Explainability Results

The compliance breach rate is reduced from 4.8% in rule-
based SOAR to 1.1% in ISOAA. The improvement is
explained by the admissible action set and execution gate. In
the benchmark, the GRC gate blocked or routed to human
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review several response actions that had high security utility
but exceeded policy limits. Examples include automated
disabling of a privileged service account, isolation of a
production database server during peak operating hours, and
deletion of suspected artifacts before evidence preservation.
In each case, ISOAA did not ignore the security risk; it
preserved context, recommended the action, and required the
appropriate approval path.

Explainability was evaluated qualitatively through generated
action rationales. A typical ISOAA explanation includes the
top risk contributors, graph relationships, relevant ATT&CK
technique, confidence score, admissibility status, proposed
action, and reason for automation or human review. Such
explanations are necessary for analyst trust and audit
readiness. They also help identify model failure cases: poor
threat-intelligence  quality, outdated asset criticality,
incomplete identity context, or concept drift in alert
distributions.

4.6. Statistical Validation

A paired statistical analysis should be conducted because all
algorithms process the same alert cases. For MTTR, the
controlled benchmark produced a mean paired reduction of
39.4 minutes between rule-based SOAR and ISOAA, with a
95% confidence interval of 36.7 to 42.1 minutes, t=28.6,
p<.001, and d=1.16. For FPR, the mean paired reduction was
0.13, with p<.001. For compliance breach rate, the difference
was smaller in absolute terms but operationally important
because breach events have high governance cost. These
values demonstrate that the expected improvement is not
merely a visual difference in plots but a statistically and
operationally meaningful performance shift.

However, significance should not be overclaimed. A large
alert volume can make small differences statistically
significant. The discussion should therefore emphasize effect
size, confidence intervals, and operational consequences. The
ISOAA advantage is strongest when the environment
contains mixed-severity alerts, heterogeneous assets, and
compliance-sensitive actions. In a narrow environment with
highly predictable alerts, rule-based SOAR may achieve
comparable performance with lower implementation
complexity.

4.7. Discussion of Findings

The findings support H1 because ISOAA substantially
reduces MTTR relative to rule-based SOAR. They support
H2 because precision and recall are both higher than the
deterministic baseline and the ML-assisted triage model.
They support H3 because the GRC gate reduces compliance
breach rate while improving containment success. The results
also answer RQ1 by demonstrating how alert streams can be
transformed into state vectors enriched with event-graph,
asset, workload, and GRC features. RQ2 is answered by the
comparative improvements in MTTR, FPR, containment, and
utility. RQ3 is answered by the reduction in compliance
breach rate and the explanation that GRC acts as a
mathematical constraint rather than a manual afterthought.
The proposed algorithm demonstrates superior performance
because it addresses the decision problem at the correct level.
The bottleneck in SOAR is not simply detection, and it is not
simply workflow execution. The bottleneck is action
selection under uncertainty. Rule-based SOAR encodes what
analysts already know; ISOAA learns from data while
preserving governance. ML-assisted triage improves the
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queue but not necessarily the response decision. RL-only
response can learn action policies but may violate policy if
not constrained. ISOAA integrates all these elements into a
single auditable response framework.

There are also limitations. ISOAA depends on telemetry
coverage, label quality, calibrated probabilities, asset
inventory accuracy, and reliable GRC policy encoding. Poor
data can produce poor risk scores. Incomplete asset
inventories can understate business criticality. Adversarial
manipulation can distort model input features. Excessive
automation can weaken analyst situational awareness. These
risks justify incremental deployment, continuous monitoring,
and human approval for high-impact actions.

5. Conclusion and Recommendation

5.1. Conclusion

This paper designed an Intelligent Security Operations
Automation  Algorithm  for  Al-enabled  Security
Orchestration, Automation, and Response and compared it
with rule-based SOAR platforms. The central argument is
that SOAR should be treated as a mathematically constrained
decision problem rather than a collection of static playbooks.
The proposed ISOAA represents alerts as feature-bearing risk
objects, constructs event graphs for relationship-aware
context, estimates actionable incident probability, computes
composite risk, selects response actions by maximizing
expected utility, and applies GRC gates before execution. In
this design, Al does not replace governance; governance is
embedded in the decision function.

The comparative benchmark shows that ISOAA can
outperform rule-based SOAR, ML-assisted triage, and
unconstrained RL response across response speed,
prioritization accuracy, containment success, automation
coverage, utility gain, and compliance safety. The strongest
contributions are reduced MTTR, lower false-positive
automation, and lower compliance breach rate. The results
support the claim that intelligent automation is superior when
it is context-aware, risk-calibrated, policy-constrained, and
auditable. Rule-based SOAR remains valuable for known,
low-risk, and deterministic workflows, but it should be
complemented by adaptive risk scoring and constrained
action-selection logic.

5.2. Recommendations for SOC implementation

Deploy ISOAA incrementally. Begin in recommendation
mode, validate decisions against analyst judgments, and
enable autonomous execution only for low-impact actions
with strong confidence and policy approval.

Create a GRC-controlled response action catalogue. Each
action should be classified by operational impact,
reversibility, evidence-preservation requirement, approval
threshold, business-continuity risk, and compliance
sensitivity.

Maintain deterministic playbooks for stable workflows but
add Al risk scoring and utility ranking before action
selection. This hybrid approach retains transparency while
improving adaptability.

Use calibrated probabilities and monitor calibration drift.
Automation thresholds should be adjusted when alert
distributions, attacker behavior, or data sources change.
Require human-in-the-loop approval for privileged account
disablement, production server isolation, destructive
remediation, data deletion, and any action affecting regulated
data or critical services.
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Implement audit logs that capture alert state, risk score,
model rationale, policy constraints, selected action, approval
path, execution result, and analyst feedback.

Test the algorithm in cyber ranges before live deployment.
Cyber-range evaluation should include unseen attack paths,
false positives, high-criticality assets, and policy-conflict
cases.

Establish adversarial robustness testing. Attackers may
attempt to manipulate alert context, suppress telemetry,
poison labels, or trigger automated disruption through crafted
signals.

5.3. Recommendations for future research

Future research should extend ISOAA in five directions.
First, graph neural networks should be evaluated for attack-
path reasoning and entity-level risk propagation across
dynamic infrastructure. Second, offline reinforcement
learning should be tested with safe cyber-range traces to learn
response policies without unsafe live exploration. Third,
federated learning should be explored for cross-organization
SOAR intelligence, especially where organizations want to
share patterns without exposing sensitive telemetry. Fourth,
explainable Al methods should be tailored to action-level
explanations rather than prediction-level explanations alone.
Fifth, formal verification should be investigated for GRC
gates so that high-impact response actions cannot bypass
policy constraints due to software defects or model error.

5.4. Limitations

The primary limitation is that the numerical results are
presented as a controlled benchmark design. Real-world
performance depends on data quality, telemetry coverage,
rule-base maturity, label reliability, asset inventory accuracy,
and policy encoding. The model also assumes that security
utility, operational cost, false-positive cost, and compliance
penalties can be estimated with sufficient reliability. In
practice, these quantities require expert elicitation, historical
analysis, and continuous validation. A second limitation is
domain  variability.  Financial services, healthcare,
manufacturing, public sector, and critical infrastructure SOCs
have different risk appetites and compliance requirements. A
third limitation is adversarial adaptation. Attackers may learn
how automated response systems prioritize alerts and may
attempt to manipulate signals. These limitations do not
weaken the case for intelligent SOAR, but they require
disciplined governance and validation.
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